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Abstract

The widespread use of information and communication technologies
and electronic transactions today leads to vast amounts of personal
data being gathered and stored, making the need for personal data
protection more imminent than ever. The protection of personal pri-
vacy and the negative externalities that arise from the exploitation
of personal information have become growing concerns for Internet
users.

Moreover, transactions today are conducted in a way that leaves the
consumer at a disadvantage when it comes to privacy protection. Sen-
sitive private information is left at the disposal of companies and is
often (un)intentionally leaked to unauthorised parties. As a result, in-
cidents of private data loss are an almost daily occurrence. There is a
growing demand for privacy-preserving management of private infor-
mation that will make individuals feel safer during their transactions
and assist companies with customer data management.

Additionally, personal data processing brings about important bene-
fits to the marketplace for both companies and customers. Therefore,
a fair, effective and legitimate way to acquire individuals’ personal in-
formation for processing should exist. Indeed, the aspiration of privacy
protection technology is not to lock all personal information away from
any possible access or use, but to allow access to personal information
in a controlled manner. Moreover, it is possible that individuals would
be willing to provide access to (some of) their personal information in
exchange for some profit, provided they could be assured of the safety
of their information.

In this thesis we investigate and propose methods for the utilization
and protection of personal information, offering data owners the abil-
ity to maintain the benefits of the use of their information in electronic
transactions, while retaining control over the way their information is
distributed and used. We argue that today the enabling technologies
exist to create such accountable privacy-preserving services, protect-
ing parties from fraud and identity theft. Following the principle that
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personal data should remain at its owner’s control, we propose privacy-
preserving applications that allow data owners to protect and utilize
their information to receive personalised services without giving up
their privacy.

More specifically, starting from the Polis personal data management
framework, we proceed to propose applications that address the eco-
nomic aspects of privacy, the FPIT personal information market and
the Portfolio consumer data management system. We apply the idea
of FPIT in the PrivTAM system for privacy-preserving television audi-
ence measurements and the Portfolio concept in the PrivCAPTCHA
system for user-centric VolP CAPTCHA adaptation. Experimental
implementations are developed in several of the proposed applications
to illustrate the feasibility of the proposed solutions. Moreover, privacy
protection principles are applied to achieve user profile data protection
in myVisitPlanner, a real-world travel recommendation and planning
system.
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Extended Abstract in Greek (TTepiAnyn)

O TpdTOS TToU Bl yovTan 01 MAEKTPOVIKES CUVOAAXYES OTIUEPT avary KA LEL
TOUS TTOAITES VA TTOPAXWPOUY TX TTPOCWTIIKA TOUS dedoueva ot eTaupeies
Kol Qopeis, Xwpis va yvwpilouv mws autd Ba xpnoipomoinfouv oTny
ouvexela. TTeploTATIKA OKOTIUNGS 1) YN SlAPPONS TTPOCWTIIKWY SESOUEVLV
€PXOVTOL OTO QWS TNS dNUOCIOTNTAS KABNUEPIVY, TTPOKAAWYTAS TNV EVTOVT
aunouxiat TWV TTOAITOV.

H ynoelomoinon moAAwy dpaoTnploTnTwy Tns KabnuepivdtnTas Tou ouy-
XPOVOU OTOMOU, Ol auénuéves duvaToTnTes aTofnkeuons ueydAou Oykou
dedopévay Kol Ta 1oXUP& péoa emegepyaoios TTou umapyouv dlabéoiua
oTfuepo, kKaBioTouv TN S10pPOT) TTPOCWTIIKWY SESOUEVWY OTNUAVTIKT XTTEIAT
yla TNV aoSAslax Kal TNy eunuepia Ty ToAiTwy. H éAAenyn TpooTacias
NS 1ISIWTIKOTNTOS KAL Ol OPVNTIKES CUVETTEIES TTOU TTPOKUTITOUV OO TNy
KATOYPTOTIKT EKUETAAAEUOT] TWV TTPOOWTIIKWY JeSOUEVWY, XTTaoYOAEl OGN0
Kal TEPIOCOTEPO TOUS OUYXPOVOUs TTOAITES, ol oTroiol viwbouv avikavol
va eAéy§ouv TToU B1aKIVOUVTAL KAl JE TTOIOV TPOTTO XPMOLUMOTIOOUVTAl T
TPOCWTIIKA Tous dedopéva. To yeyovds auTod Exel QUECES ETTITITWOELS TNV
EUTTIOTOOUVT] TWV TOAITGWY TPos Tis Texvoloyies Tng TTAnpogopikrs kot
atroTeAel euToOdIo oTNY avATTTUEN Kal S14800T EQAPUOY WY MAEKTPOVIKGWY
dpacTNPIOTNTWY.

Ao TNy &AAN TAUPd, o1 JUVOTOTNTES UalIKNS CUAAOYTS TTPOCWTIIKGY
dedoutvwy aTrd Tis VA0 Kal qUEaVOUEVES NAEKTPOVIKES DPACTNPIOTNTES TWV
TOAITWY, avolyel vées eukaipies aloTroinomns Twy SeSopEVwY auTwy, TOCO
TPos OPEAOS TWV ETAIPELDY, OCO KAl TTPO§ OPeAOS Tou idlou Tou TToAITN, o
oTroiog €xel AoV TNV SUVATOTNTA V& UeAETNOEL TNV id1a Tou TN ouuTTEPL-
Pop& Ko Tis ouvnBelés Tou kol va e§Qyel XPTOIUX CUUTIEPAOUATS XTTO T
dedopéva auta. EmimAdoy, n duvaTdTnTa XpNoTs TwvY SeSOUEVLY TWY XPN-
OTWV YIX TNV ATOTEAEOUATIKOTEPT) EEATOUIKEUOT) TWV UTIT|PECLOV TTOU TOUS
TAPEXOVTAL XTTOTEAEl OTUAVTIKO TAP&yovTa BEATIONS TwWV TAPEXOUEVWY
UTITIPECIOV OTHEPQL.

Ma Tous TapaTavw Adyous, kabioTaTal kpiolun 1 av&TTUEN CUYXPOVWY
CUCTNUATWY TTPooTacias TNg 181WTIKOTNTAS, Ta oTroix Ba evioyUouv Tny
OWOTOTEPT) KAl OTTOSOTIKOTEPT A§lOTTOINOT TWV TPOCWTIKWY dedouevwy,
pelvovTas Tis THavoOTNTES dlaPPOons Kal Twv KIwdUVwY TTOU QUTT) EVEXEL
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H oikovopikf) didotaon Tns 181wTikdOTNTOS (Economics of Privacy) atroTeAet
gva oUyxpovo Kal 181aiTepa eTTikapo avTikeiyevo €peuvas. H emefepyaoia
TPOCWTIIKWY JESOUEVOV ETTIIPEPEL OTUOVTIKA KEPDT OTNY ayopd OTIUEPQ,
oM& TauTOxpova KPUPEl onuavTikous KIvdUvous yla TNV 181WTIKOTNTX
TWV TOATWY, Y€ OTUAVTIKE KOOTT, OXETIKX TOOO WHE TNV ACPEAslx 600
Kal ye TNy oikovopia. Tautdypova, o TOAITNS dev AauPavel Kavéva uépos
ATTO TO KEPDT TWV ETALPELWY OTTO TNV EKPETAAAEUCT) TWV TIPOTWTIIKWY TOU
dedopévav. Ma Tous Tapatdvw Adyous, eVioXUETOL 1) 18 OTL O TOAITNS
EXEL TO DKW Vo YVwPilel Kal va EAEYXEL TOUS GTTOBEKTES Kal TI§ XPTOELS
TWV TPOCWTIIKWY TOU JedoUEVY, Kabs Kol vo amrolnuicoveTal yia TNy
XpTon Tous.

H Trapotoa 318akTopikm épeuva TepIAaUPAVEL TT) dlEPEUVNOT TWV TPOTTWY
afloTroinomns Kal TPooTaoias TPOCWTIIKWY JSeSONEVWY TIPOS OPEAOS TWV
KATOXWV TOUS, TTPOCPEPOVTAS TOUS Tov €Aeyyo Tng dlakivnons Twv Trpo-
OWTTIKWY TOUS TTANPOQOPINY, KaBWS Kol 0QéAn oTrd TNy YPHon Tous OTls
ouvoMayes Tous. Baoikn apxr) Tns €peuvas eivanl m 18éx OTI TQ TPOCG-
MK Sedopeva TWV TOAITWVY OQPEIAOUY V& TTAPAUEVOUY OTOV EAEYXO TWV
13100V TV KOTOXWY TOUS, HE CUVETIEIX QUTOL V& TTOPAUEVOUY EVIIUEPOL Y
TOUS OKOTToUS, 0AA& Kal Yl TOUS TPOTIOUS TTOU QUTA XPTOIUOTIOlOUVTAL.
2T1OY05 glvar n dnuloupyia evds dikalou, aocPaAoUs Kol VOUIYOU TPOTIOU
ATTOKTNOTS TPOoPacTs KAl afloTToinons TwV TPOCWTIIKWY deSOUEVWY TwV
ToMTWV. AM®WOTE, 0 OKOTTOS TNS TPooTacias TN 181WTIKOTNTAS Bev givan
va omrokAeloTel ) TpooPaon oe k&be eidous TTpoowTTik& dedopéva, AN va
emTeuxBei n TPOoPaon OTA KATAAANAX BESOUEV e EAEYXOMEVO TPOTTO.

Me Bdon Tis Tapamave emidiwéels, TpoTadnkav kal vAotoimBnkov ot
TAPAKATW EQYACIES TTOU CUVTEAOUV oTNY afloTroinon Twv Sedouévawy Twy
XPNOTWY, BlooQoAIlovTas TAUTOXPOVA TNV 181WTIKOTNTA TOUS:

®* H mAaTeopua diayeiplons TpoowTikwy dedouévwy Polis yia ypnon
KT TN dle€arywyT) NAEKTPOVIKWY CUVOAAXY Y, Ue OKOTTO TNV d1opu-
Aan TNS 1BIWTIKOTNTOS TWV TPOCWTIIKWY SESOUEVWY TOU XPNOTN.

® H «ayopd» Trpoowtikwy dedouévwy (market for personal information)
FPIT (Fair Personal Information Trades), 6Trou Tropéxetan eAeyyouevn
TPOoBACT) OTA TPOCTWTIKY JeSOMEVA 1BIWTWY YIX VOIXPEPOUEVOUS
QopEls KAl eTalpEies, TPOOPEPOVTAS TAUTOXPova dikain atolnuiwon
OTOUS KOTOXOUS TWV JEBOUEVWY UETH TEXVIKWY WIKPOTTANpwwY (mi-
cropayments).

® To oUotnua petpnoewy TnAeBéaons PrivTAM pe mpooTtaoia g 18100-

TIKOTNTOS TWV CUUPETEXOVTWY, UE EPAPUOYT) TEXVIKWY dIKA1WY GUVOA-
Aoy TpoowTikwy TAnpogoplwy (Fair Personal Information Trades)



KAl GOQOALY UTTOAOYIOHV.

® O nAekTpovikds xopTopuAakas (Portfolio) yia tnv eAeyyxopevn atro-
Brikeuomn, dlayxelpion ko ofloToinomn TWY TPOOWTIIKWY OeSOPEVLOV
Tou XpMoTn ot ouvoAAayés (NAEKTPOVIKES KAl QUOIKES). Av&mTuén
TPWTOKOAAWY YIX TNY TPOCTACIX TWV TPOCWTIIKWDY dESOUEVWY TOU
xpnoTn (unlinkability, privacy) kat& Tny Tapoxr) eAeyxouevns TpdoBa-
OT§ Of QUTA KAl TNV TAUTOXPOVN §Q0PAAIOT] TNS AKEPAIOTNTAS KAl
™S €yKUpOTNTas Twv dedopévav (accountability).

® To oUotnua PrivCAPTCHA Trpocappoymns Twv TTPOKANOEWY XNTIKOY
CAPTCHA oUpgwva pe Ta XOPOKTNPIOTIKA Kal TI§ 1810TNTES TOU XPT)-
OTM, YE TAUTOXPOVT] TTAPOXT) TTPOCTACTIOS TNS ISIWTIKOTNTAS TOU, TTOU
KAVEL XPNOT TwV TEXVOAOYIWY Kol Twv peBoddwv mou avamrTtuyfnkav
oto Portfolio.

® To uTrooUoTNUa TTPOCTOCINS TWV JESOUEVLIV TWV TPOPIA XPNO TV
OTO OUCTNUX CUCTACEWY KOl XPOVOTIPOYPAUUATIONOU TaEId160v my-
VisitPlanner.

O1 epyaocies auTés atmodeikvuouy OTL glvan €piKTn M afloToinon kal Tau-
TOXPOVA T TTPOCTATIA TWY TPOCWTIIKWY OESOUEVWV TWV XPNOTWY. ZUVOo-
TITIKES TIEQPLYPAPES TWV EQPYOOIV SIvovTal TAPAKATW OTIS TEPIATIWELS TV
avTioTolXWV KepaAaiwv Tng SiaTpipmns.

AOMH THX AIATPIBHZ

TMopakdTw cuvowilovTal Ta TEPLEXOMEVE TwV KepaAxiwy Tng SiaTpiPms:

Kep&Aaio 1: Introduction

TMeprypdgovTanr Ta KIvNTpa Kal ol oTOYol Tns Topoucas diaTpiPhs. Tlepi-
YPAPETOL 1) OTUEPLVT] KATACTAOT) O OXECT ME TIS NAEKTPOVIKES TUVOAAXYES
KAl TNV TPOOTAOCI TWV TTPOCWTIIKWY OESOHEVWY KOTA TIS CUVAAAXYES
(nAekTpovikés ko un), kabs kar o1 duvaTdTnTes adlomoinons Twy TPoow-
TIKWY Jedopevy yia TNy PeATiwon Twv TTAPEXOUEVWY UTITPECIOV TTPOS
TOUS KXTOXOUS TOUS.

KepdAaio 2: Background
MapéxeTar To amapaitnTo UuToRabpo yia Tn KaTovdnon Twvy Booikov

EVVOLV TTOU XPMOIYOTIOoUVTaL o auTr) TNy diaTpifr). TTio ouykekpiuéva,
TEPLYPAPOVTOL EVVOLES TTOU APOPOUY TNV 1B1WTIKOTNTA, TNV XCPAAEIX KAl
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TN KPUTITOYPOPIx KOl XPTOIMOTIOIOUVTAL WS SOMIKA OTOIXElX oTny ovd-
TTUEN TWV TTPOTEWOUEVWY AUCEWY TNS§ dlaTp1Ps.

KepdAaio 3: The Polis Personal Data Management Framework

TTeprypdgeTal n TAGTQOPUS dlaXElplons TTPOCWTIKWY dedouévav Polis, Trou
OKOTIO €xel TNV eVioxuomn TNS TPOCTACIAS TNS ISIWTIKOTNTAS KOTA TI§ MAE-
KTPOVIKES OUVOAAXYES, TTAPAYXWPWYTAS oTov XPNoTn Tn dlaxeipion Twv
TPOOWTIKWY Tou dedopévwy. H Tpocéyylon auTn pmopel va eTiQePE
OQEAT TOOO OTOUS XPTOTES, OCO KAl OTIS ETTIYEIPTOELS e TIS OTroles oUVaA-
A&ooovTal.

TMpoTeiveTal, avamTUoOETOL Kol afloAoyeiTal 1 ap)ITEKTOVIKT Siaxeipions
TPooWTIKWY dedouévawv Polis. TTeprypdovTal avTITpoowTEUTIKES NAEKTPO-
VIKES OUVOAAXYES TTOU OPOPOUV JeBOUEVA TTPOCWTIIKOU XAPOKTNPX KOl
TPOTelVOVTAL TPWTOKOAAX Ble§arywyTs TV cuUVaAAary®y auUTwY oTa TAai-
ola Tou ouoThuaTos Polis. Ot wpoTeivdpeves AUoels dokiudlovTtal TOoO ot
TPWTOTUTIO S TIIAOTIKT EPAPUOYT), OO0 KAL WS HEPOS EVOS EUTTOPIKOU OU-
oThuaTos diaxeipions dedopévwy. Ta amoTeAéopaTa qQUTNS TNS EPYATiag
Beixvouv OTL Ol MAEKTPOVIKES CUVAAAQYES MTTOPOUY VO TTOPAUEIVOUY EPIKTES
KOl OTTAES, BlATNPWVTAS TA TTPOCWTIIKA OeBOUEVA HOVO OTNV TTAEUPA TOU
1810K T TN TOUS.

KepdAaio 4: Fair Personal Information Trades

Meprypagetar To oUotnua FPIT (Fair Personal Information Trades), To otroio
dlEpeUVa TN JUVOTOTNTA dMUIoUPYias pias «ayopds» TTPOCWTIIKWY dedo-
péveov (market for personal information), n omoia 6o emiTpéTel o€ €Vdia-
PEPOUEVOUS VO OTTOKTOUV EAEYXOUEVT) TPOoPacon ot Sedouéva XpNnoTwy,
TapexoVvTas avTioTolxn opolPn yiax Tnv mpoécPacn auTtn (OIKOVOUIKN N
Tpovopiwy). Ta TpoowTK& dedouéva PploKovTal ATMOKAEICTIKE OTNY KO-
TOXN TWV ISI0KTNTWY TOUS Kal JeV €MITPETETAL 1) amoffikeuon Tous oTny
TAsUP& TwV eTalpelwdv. H mpdoPaon oTa Tpoow Tk dedouéva Tou Tro-
AT emTUYX&veTOl pe TN XPNon KaTdAAnAwy adelcov mpdoPaons (data
licences), o1 oTroies 8idovtan amd Tov TOATN émelTa amwd oUVOWN KATEA-
ANANs ouppwvias ue Tov evdiapepopevo. O TpoOTTOS Kot 1 SidpKelx XpNoms
TwV dedopévawy opileTal auoTnNPd KaTd Tns ouvayn Tns cupgwvias. Kabog
T TTPOCWTIIKA dedopéva dev eMITPETETAL v arofnKeUovTal omrd TNy £TAl-
pela, N &dela TpdoPaocns divel TNY BUVATOTNTA CTNY ETAPEIN VX AVAKTA
Ta emBupnTd dedopéva k&Be popd TTou XpelrdleTal TTpdoRaon ot auTd. Me
ToV TPOTO auTO, 0 TOAITNS uTTopel va SixTnpel Tov €AeyX0 Tov dedouEVWY
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TOU KOl VO TTXPOMEVEL EVIUEPOS Yia K&Be avdakTnon Tous. H uAomoinomn Tou
ouoTthuaTtos FPIT yiveTan péow evowudTwons Tou cucTNuaTos diayxeipions
TPOoWTIKWY dedopévwy Polis. Etrions evowpaToveTal uTTooUoTNua HiKpo-
TANpwuwy (micropayments) To oTolo €TITPETEL TNY AMOTEAECUATIKT Kal
ATOBOTIKN TPAYUPSXTOTTOINOT HEYGAOU OYKOU OUVOAAay Y HiKpTs ofias.

KepdAaio 5: Privacy-preserving Television Audience Measurements

To ototnua PrivTAM amoTelel pia véa Tpooéyylon yix Tnv emiteuén pe-
Tpnoewy TnAeBéaons (Television Audience Measurement — TAM), n omoia
adloTrolvTas Tis duvaTdTnTes Twv Smart TV TexvoAoyiwy, eTITPETEL TNV
TPXYUATOTOINOT] €YKUPOTEPWY UETPTOEWY, OE UEYTAUTEPO delyua TnAe-
BeaTov, TPOOTATEUOVTOS TAUTOXPOVA TNV 1OIWTIKOTNTA TwV OESOUEVOV
TWV CUPPETEXOVTWY. H XPTMoT KPUTTTOYPOPIKWY TEXVIKWY KAT& TOV UTTO-
Aoylopd Twy peTphioswy TnAeBéaons eaoporifelr TOoO 1 TpooTacia TNg
IOIWOTIKOTNTAS TWV CUPPETEXOVTWY 00O Kal TNy €yKUPOTNTA TWV OTTO-
TeAeopaTwy. EmimAéov, oTous cuuppeTéxovTes diveTar M JUVOTOTNTA VO
atmolnuiwdoly yla TNV CUPUETOXT) TOUS OTN METPNOT KXl T Oedopeéva
TOU Trapeixay, €TITPETTOVTAS ETOL VA ETMIOTPAPEl OTOUS KATOYXOUS TwV Oe-
SOEVWY PEPOS TWV KEPOWY TTOU TPOKUTITEL XTTO T JOPACTNPIOTNTA TWV
eTapely TNAeBéaons ko Tapaywyrs TNAEOTTIKWY TPOYPAupaTwy. Ta
TEIPAUATIKA aTroTeAéopaTa o Android-based Smart TVs emipePaicovouv T
BlwoludTNTA TNS TPOCEYYIoNS.

KepdAaio 6: A Personal Data Management Portfolio for Privacy-preserving
Consumer Data Utilization

e auTd TO Kep&Aato opileTon To ocUoTnua yapTopUAaka (Portfolio) Tpo-
CWTTIKWY OeSOUEVIY, UEOW TOU OTTOIoU 01 XPTOTES UTTOPOUY V& TTPOCTATEU-
ouv, aAA& Kal TaUTOXPOVA Vo a§lOTTOloUY T TPOCWTIIKA TOUS Sedoueva
ME OKOTO TNV KOAUTEPT eSUTTNPETNON Tous, 0AA& Kal TNy omoKTnomn sfa-
TOUIKEUMEVWV TTPOCPOPWY OF OXEOT) UE TO TPOPIA KAl TX XAPOKTTPLOTIK
TOUS.

TMpoPAémeTan n Xpfion Tou cuoTHuaTos yia K&be €idous Tpoowika Oe-
dopéva, ocupTTEPIAQUPOVOUEVWY BESOUEVWY TTPOTIUNONS KL OUMTIEPIPOPAS,
OTTWS KAl ayopaoTikoU 1oTopikou. [Na Tapddeiypo, n epapuoyt auth ba
MTTOPOUCE VO CVTIKAXTAOTNOEL TNV TOAITIKT JlaTh)pnons TPogiA xpnoTwv
ME TIS ayopés Kol TIS TPOTIUNOEIS TOUS OF EMTIOPIKA KATOOTNUATA KOl
super markets, kaB10TWVTOS SUVTN TNV €TIAOYT TOU XPNOTN V& CUE-
TEXEL 1) OX1 Kal og o6 Pafud ot €peuves TTOU APOPOUV TTPOTWTIIKA TOU
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dedopéva. Emions pla TéTolx epappoyn Ba pmopouce va efutrnpeTroel
TNV TopPoXN TEéTolou €idous TAnpogopias ot TOAAGTTAOUS ATTOJEKTES, Y1X
TAPABETYUa Ol ayopés Tou XPNoTn oTny pia aAucida KATACTNUATWY V&
TapEXOVTal TPos eTeCepyaoia o pla &AAN, TAVTa pe TNy ouykaTabeon
Tou XpMoTn kKol e dikain amolnuiwon Tou. O xoapTopuAakas Tou ka&be
XpNoTn PplokeTar uTd To B1KM) Tou dlaxeipion ko omobnkeleTon eiTe To-
K& O€ UTTOAOYIOTIKT) UTTOdouT) TOU XPTOTN EITE KPUTTTOYPAPNUEVO OF
cloud uTnpeoies péow Internet.

Epdcov Ta dedopéva BpiokovTal oTov €AeyXo ToU TTOAITT, TTPOKUTITOUV B¢-
paTO EYKUPOTNTaS Twv dedopevwy. TTpoTeivovTon pnxaviouol SiacpaAions
NS €YKUPOTNTOS KAl TNS KEIOTIOTIOS TwY SeSOUEVWY TOU XAPTOPUAGKA.
AvaTrTuooovTal adydpifuol kol TPWTOKOAAX yia TNy e§aoPAAIOT) TNS OKE-
PAOTNTAS KAl TN €YKUPOTNTAS TwV JeSOUEVWY TTou UTTORAAAOVTOL OTro
TOUS XPTOTES.

KepdAaio 7: Privacy-preserving, User-centric VolP CAPTCHA Challenges

Meprypagetar To oUoTtnua PrivCAPTCHA tpocapuoyns Twv TpokAfoewy
nynTikwv CAPTCHA oclppuwva pe To XOPAKTNPIOTIKE Kal TI§ 1010TNTES TOU
XPNOTN, ME TAUTOXPOVT TAPOXT| TTPooTaoias TNg 181WTIKOTNTAS Tou. [Na
v emiteuén Tns eSaTouikeuons Tns UTIMPeoias pe TOUTOXPOVT) TTPOCTO-
ol TV TPOCWTIKWY JSeSOUEVWY TOU XPNOTN YiveTal XPMoTn avevUpwy
TOTOTOINTIKWY. [veTal evowpdTwon Tou cuoThpaTos PrivCAPTCHA oTo
SIP mpwTdkoAAo emikowwvias VolP ko mpayuaTotolgiTal TEIpAUATIKT
aloAdyNon ToUu CUCTHHATOS ot TpayuaTikoé VolP mepipdAtov avoryTou
KWOIKA.

KepdAaio 8: Privacy-preserving Personalised Travel Planning

TMeprypdgetar 1 Siaxeipion Twv TTPOCWTIIKWY SESOUEVWY TwV XPNOTWY
EVTOS TOU €EQATOUIKEUMEVOU CUCTNHATOS TPOYPapuaTiouol Tagdicov my-
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PIACUBAVOUY Ta XOPAKTNPICTIKE KOl TI§ TPOTIYNOELS TOUS, OTTwS KAl TO
10TOPIKO Twv Tabld1dy TTou €xouv dnuioupynoel. H TpooTooia Twv de-
SOUEVWY TWV XPNOTWY ETITUYXAVETAL U TOV TEPIOPIOMO TNS TTPOTPACTS
oTa dedopéva amd pn-eoucloBoTnNUEVOUS XPNOTES, MECW TNS XPNONS Ka-
TAAANAWY TEXVIKDY KPUTITOYPOPios.
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Chapter 1

Introduction

1.1 Research Context

Personal information is collected and stored outside the data owners’ control
during all kinds of online activities today. Apart from computers, the use of
mobile applications and sensors lead to constant online presence and subsequent
data recording. Sensitive private information is left unprotected at the companies’
disposal and is often (un)intentionally leaked to unauthorised parties [9, 66]. This
situation can bring great profits to the parties who exploit the information and
significant costs to the information owners, both financial and security related.

By giving away their personal information, consumers often do not realise
the dangers their actions entail and the possible impact on their lives (identity
theft, discrimination, etc). Additionally, even privacy-aware consumers often need
to choose between conducting a transaction in a non privacy-preserving way, or
not proceeding with the transaction altogether. All kinds of data collected about
an individual can potentially be misused. The obvious categories are sensitive
information like financial or health records, but the collection of location data or
shopping habits should not be considered risk-free either. Electronic trails can be
combined to compose an individual’s detailed profile. Companies thrive nowadays,
making substantial profits by exploiting user personal data.

The economic value of personal information is becoming apparent, as many
companies provide their services “for free” and finance themselves through the
collection and processing of the personal information of their users. Personal data
can be used to achieve more accurate behavioural advertising, more effective ser-
vice personalisation, as well as better recommendations for products and services.
These innovative technologies provide enhanced quality of service for the users,
but at a steep price. Users should be able to enjoy the benefits of new technolo-
gies without having to give up their privacy. Using privacy-preserving mechanisms
there can be a balance between the seemingly contradictory requirements of per-
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sonalisation and privacy protection.

At the same time, data accuracy and accountability is an important issue
regarding personal data processing. Out-of-date or partial data provide inferior
results when it comes to service profiling and personalization. Methods that pro-
vide service providers with legitimately acquired, up-to-date and accountable
consumer information would bring about important benefits to their efficiency
as well.

1.2 Motivation

The availability of new, data driven technologies allows for new, user-centric
applications to be implemented. Users are able to receive services tailored to their
needs and preferences. This development is definitely useful and contributes to
the improved quality of life for individuals, however, at the same time, opens up
important privacy and security concerns.

In our view, the necessary technology exists today for better personal informa-
tion protection to be realised. The ideas and principles already existed and now
the enabling technologies are present, both in information science and telecommu-
nications, for them to be put into practice. There are two important elements miss-
ing. The first is public demand for privacy protection which will in turn motivate
service providers to move towards more privacy-preserving practices. Otherwise,
they have little incentive to take on the burden of protecting individuals’ personal
information [2]. Public awareness should be raised by making it common knowl-
edge that today’s lack of privacy protection in online services could be improved.
The other missing element is the existence of practical applications, which use the
recent technological advancements to create better privacy-preserving conditions
for well-meaning companies and individuals. Several applications need to be devel-
oped, including a framework for personal data management with an intuitive and
user friendly interface, a transactions mechanism for personal information trading,
tools for policy editing, licence management and a price estimation mechanism.
This work aims at making a few steps towards this direction and our subsequent
work will be within this context.

We believe that accountable privacy-preserving services need to be devel-
oped to increase consumer trust in everyday transactions and allow for privacy-
supporting utilization of the consumer data. Following the principle of least infor-
mation (or data minimization) [29], customers should be able to perform transac-
tions in a way that only the necessary information about them is revealed to the
service provider and preferably remaining anonymous. Service providers on the
other side, should be able to utilize the transaction information of their customers
to draw useful conclusions about their products, without violating customer pri-
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vacy. It would be even better if companies could acquire access to accountable
transaction data besides their own to derive general market trends and patterns,
compensating the data owners for their service.

The central assumption of our proposed personal data management approach
is that personal data can only be stored at the owner’s side. One may dismiss
this as an unrealistic hypothesis and contend that we cannot count on users
to abide by this principle. One may also doubt that there are any incentives
to adopt such an approach, especially for the service providers. This proposal
may specify an absolute approach for personal data management, it is meant,
however, to provide proof of the concept that personal data management can be
fair, privacy-respecting and more effective than current practices. What makes
our approach possible is that the recent scientific and technological developments
and especially the universal acceptance of the Internet have prepared the ground
for citizen-centric applications. At the same time, the powerful surveillance and
data management tools have contributed to making privacy threats and personal
data misuse one of the most important problems in the electronic world.

For the above reasons, we believe that the conditions are mature for inves-
tigating alternative paradigms in the management of personal data. The new
paradigms should enhance the individuals’ control over their personal data. In
this context we designed, implemented and evaluated several privacy-preserving
applications. The impact and adoption degree of these solutions into practice is a
multi-parameter issue, discussed further in the Conclusions (Chapter 9). However,
this work constitutes a confirmation that such solutions are feasible.

This work aims at providing consumer-led solutions for personal data manage-
ment to be used instead of the current company-centric approach. An interesting
analogy of the proposed switch in the current practices in the field of personal
data management exists with another proposed switch in the field of identity
management. According to the Crosby report [40] we should focus on identity
assurance instead of identity management:

At an early stage, we recognised that consumers constitute the
common ground between the public and private sectors. And our fo-
cus switched from “ID management” to “ID assurance”. The expres-
sion “ID management” suggests data sharing and database consolida-
tion, concepts which principally serve the interests of the owner of
the database, for example the Government or the banks. Whereas we
think of “ID assurance” as a consumer-led concept, a process that
meets an important consumer need without necessarily providing any
spin-off benefits to the owner of any database [40].

We consider it very encouraging that positions about consumer-led solutions are
expressed within a very applied context, like the Forum on Identity Management
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which prepared the report.

1.3 Methodology

The goals of this research, as already analysed in the motivation, are to develop
privacy-preserving applications based on the principle that data owners should
be able to control the uses of their personal data, while being able to utilize them
to their advantage.

To achieve these goals, applications that need to become privacy-preserving
were selected and the following methodology was applied to achieve privacy pro-
tection within the application design, while maintaining the intended functional-

ity:
e The properties of the application are determined:

— The entities that participate in the application.

— The personal data within the application that need to be protected.
— The functions that use the personal data.

— The entities that have access to the personal data.

— The application output and whether it also contains sensitive informa-

tion that needs to be protected.

» The appropriate privacy-preserving solution is designed and the appropriate
protocols are developed, to achieve the same functionality as the original
application, while protecting personal data. Decisions are made on the fol-
lowing issues:

— Where the personal data are stored in order for the data owners to
maintain their control.

— Where the functionality and the computations of the application take
place.

— Which are the appropriate privacy enhancing technologies that need

to be employed to support the privacy-preserving functionality.

o Adversary scenarios are examined and the possible malicious behaviours are
identified:

— The data leaks that may take place in case of malicious behaviour are
determined.
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— The possible amendments to the proposed solution to minimize the
risk of data leaks are examined.

o Experiments using prototype implementations or real-life applications are
conducted to verify the applicability of the proposed solution.

1.4 Results

In the course of this PhD research, the following privacy-preserving applica-
tions were created:

1. Polis: A personal data management platform aiming at protecting users
personal information during electronic purchases.

e Protected data: Personal Identifiable Information

« Joint work. Contribution of this PhD research: Participation in the
main research, resulting in the identification of the privacy principles
to be followed. Design of the appropriate Polis-based transaction pro-
tocols.

2. FPIT (Fair Personal Information Trades): A market for personal informa-
tion that allows controlled access to individuals’ personal data. Recognising
the economic aspects of privacy, Polis was further extended by introducing
the idea that individuals should be compensated when their personal in-
formation is used for commercial purposes, while retaining control of their
data. The FPIT work focuses primarily on the economic aspect of the infor-
mation exchange and the ways the information owners can be compensated
when their personal information is being used.

o Protected data: Personal Identifiable Information

e Core work of this PhD research.

3. PrivTAM: A privacy-preserving television audience measurement system,
incorporating participant compensation functionality. The FPIT idea was
applied to create a novel television audience measurement system, which, us-
ing SmartTV technology, achieves calculating privacy-preserving, validated
ratings, supporting participants’ compensation.

» Protected data: Television viewership records.
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o Joint work. Contribution of this PhD research: Application of fair
personal information trades techniques for participants’ compensation.
Participation in the design of the TAM application and its privacy-
preserving protocols.

4. Portfolio: A consumer data utilization system for controlled storage and
management of user transaction data.

o Protected data: Personal Identifiable Information and transaction his-
tory.

o Core work of this PhD research.

5. PrivCAPTCHA: A privacy-preserving, user-centric VolP CAPTCHA sys-
tem. CAPTCHA challenges used to prevent SPIT calls are adapted to the
users’ attributes and characteristics, while protecting their privacy. The
Portfolio idea is applied to protect user privacy within PrivCAPTCHA.

o Protected data: User attributes and characteristics.

o Joint work. Contribution of this PhD research: Application of methods
developed in the Portfolio work. Design and development of application-
specific anonymous credentials using the Idemix cryptographic library.
Integration of anonymous credentials into the SIP environment. De-
velopment of appropriate protocols and experimental implementation,

using real-world CAPTCHA service and VoIP client.

6. myVisitPlanner: A privacy-preserving personalised recommendation and
planing system for tourism.

o Protected data: User profiles - Characteristics, preferences and travel
history.

o Joint work. Contribution of this PhD research: Design of application
and user profiles with privacy protection in mind. Identification of
minimum scope for user data. Development of data protection methods
within the application processes.

1.5 Structure of the Dissertation

The summarised contents of the dissertation chapters are presented below:

Chapter 2: Background



Chapter 1: Introduction

In this chapter the main concepts regarding the subject of this dissertation
are presented. Privacy, security and cryptographic concepts are described as well
as the cryptographic building blocks used to construct the solutions proposed in
this PhD work.

Chapter 3: The Polis Personal Data Management Framework

The Polis solution for personal data management is described, developed and
evaluated. Personal data is stored at the user-side and a user-owned agent con-
trols the access to the data. Representative examples of electronic transactions
involving personal data are described and protocols supporting privacy-preserving
transactions within Polis are proposed. Experimental results of a prototype imple-
mentation and a real-world application are presented, indicating that it is feasible
to carry out electronic transactions efficiently, while personal data remain at the
owners’ side.

Chapter 4: Fair Personal Information Trades

The FPIT (Fair Personal Information Trades) system is described, which pro-
poses a “market” for personal information that allows interested parties to acquire
controlled access to individuals’ data, in return for fair compensation, either fi-
nancial or in the form of benefits. Personal information remains at the owner’s
side and can be accessed under agreed upon conditions via appropriate data li-
censes. This way, data owners remain in control of their data and are aware of
their retrieval and usage purpose. The FPIT architecture utilizes the Polis per-
sonal data management framework and incorporates a micropayments system to
support large numbers of small amount payments.

Chapter 5: Privacy-preserving Television Audience Measurements

The PrivTAM system proposes a novel, privacy-preserving approach for com-
puting Television Audience Measurement ratings, which utilizes the capabilities
of SmartTV technologies. Contemporary cryptographic primitives are utilized to
ensure the privacy of the individuals and the ratings’ validity. User compensation
capabilities are introduced to bring some of the data processing company profits
back to the data owners. Experimental results of the Android-based prototype
implementation illustrate the feasibility of the approach.

Chapter 6: A Personal Data Management Portfolio for Privacy-preserving
Consumer Data Utilization

In this chapter the Portfolio is described, a personal data management system
for data owners to store and manage their transaction data, that remains under



1.5 Structure of the Dissertation

their control. Each individual in the system has a Portfolio that is stored locally
at their side and contains their transaction history. An encrypted version of the
Portfolio data is outsourced to a cloud storage service. Interested parties acquire
access to the Portfolio data in a controlled way and always with the user’s consent.
The proposed solution offers utilization capabilities and simultaneous protection
of consumer information, along with accountability assurances for the accessed
transaction data.

Chapter 7: Privacy-preserving, User-centric VoIlP CAPTCHA Chal-
lenges

In this chapter PrivCAPTCHA is described, a system that adapts VolP
CAPTCHA challenges according to the user characteristics, while preserving their
privacy. Anonymous credentials are used to achieve privacy-preserving personal-
isation. PrivCAPTCHA is integrated in the SIP environment and experiments
are performed using a real-world, open-source VoIP application.

Chapter 8: Privacy-preserving Personalised Travel Planning

This chapter describes the handling of user personal data within the myVisit-
Planner personalised itinerary planning system for tourism. My VisitPlanner users
create profiles that include their interests and characteristics and appropriate ac-
tivities are recommended. Privacy-protection of the user data is achieved through
cryptographic techniques, that limit the data exposure to unauthorised parties.

Chapter 9: Conclusions, Challenges and Directions

This chapter provides the overall conclusions of this work, including the con-
tribution of this PhD research. Additionally, an analysis of the obstacles and
directions of the field is provided.
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Background

2.1 Personal Data and Privacy

Personal data is defined as “any information relating to an identified or iden-
tifiable natural person (“data subject”); an identifiable person is one who can
be identified, directly or indirectly, in particular by reference to an identification
number or to one or more factors specific to his physical, physiological, men-
tal, economic, cultural or social identity”, according to European privacy regula-
tions [58].

Personal data is in essence any data which can be related to an individual,
directly or indirectly. Also referred to as Personal(ly) Identifiable Information
(PII) or Sensitive Personal Information (SPI) is information that can be used on
its own or combined with other information to identify, contact or locate a data
subject.

Privacy is acknowledged as a fundamental human right by Article 8 of the
European Convention on Human Rights, defined as a right to respect for ones
“private and family life, his home and his correspondence”. Information privacy or
data privacy refers to the ways personal data can be gathered, stored, processed
or disseminated [60].

2.1.1 Fair Information Practices and Privacy Principles

In order to protect personal information, several organisations and countries
have issued privacy regulations, which should be followed in order for personal
information to be protected; the collectively referred to as Fair Information Prac-
tices (FIP).

There are many versions of FIPs, but the core concepts they reflect can be
summarised in the following principles [25, 44]:
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Consent In order for data processing of an individual’s data to be allowed, ex-
plicit consent must be given by the data subject with respect to the pro-
cessing of the data.

Transparency Essentially a prerequisite for consent, as data subjects have to be
informed of the purpose, the methods and the recipients of the processing
of their data. Additionally, data owners need to be aware of the risks that
the processing entails.

Proportionality Personal data may only be gathered and processed in relation
to the purpose of the process.

Data minimization Applications should only collect and process the minimal
amount of personal information needed for the performed task and should
be erased or anonymised as soon as the task is completed.

Information security Addresses confidentiality, integrity and availability, the
data protection goals to prevent unauthorised access, manipulation and
destruction of personal data.

Accountability The ability to prove compliance with the above principles, i.e.
the information gathering and processing was authorised and the data is
being properly used and maintained.

2.2 Economics of Privacy

Personal information is collected to construct profiles of individuals, contain-
ing information gathered directly and indirectly during their online interactions.
Some of the most profitable companies worldwide provide their services to in-
dividuals free of charge and make substantial profits by exploiting the gathered
information of their users. This fact demonstrates the important economic impact
personal information has today.

It is generally acknowledged that personal information has become the “new
currency” on the Internet [25, 116], giving even more power to the argument that
individuals need to be in control of the dissemination of their information, as well
as be compensated for disclosing it [92]. Market mechanisms have been proposed
as an appropriate way to address privacy and its economic aspects [139]. The
economic aspects of personal privacy are more thoroughly discussed in [139, 4,
11, 88, 92, 89, 76].

An insightful analysis of the different approaches to personal information pro-
tection, including market-based approaches is presented in [73]. In that work the
conclusion is drawn that it is very difficult to protect from unauthorised data

10
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copying and distribution. This is especially important for personal information,
because there is no way of preventing a person allowed to see the data once, from
writing it down on a piece of paper. This problem could be addressed by requiring
information users to exhibit licences from the information owners, entitling them
to use this piece of information for this particular purpose. The benefits from the
use of data licences are discussed in [36].

At the same time, data accuracy and accountability is an important issue
regarding personal data processing [143]. Out-of-date or partial data provide infe-
rior results when it comes to service profiling and personalisation. Methods that
provide service providers with legitimately acquired, up-to-date and accountable
consumer information would bring about important benefits to their efficiency as
well.

Another interesting point, according to Odlyzko [109], is that privacy violation
stems from the need for price differentiation according to the user’s profile. This
way service providers can determine how much clients are willing to pay for their
services. Although price differentiation is usually perceived as a negative idea, it
can have positive economic and social results as it allows products and services
to be sold in profitable prices (on average) for the service seller and advantageous
prices for each individual buyer.

Therefore, the availability of the customers’ profile is important for service
and price personalisation, as long as privacy protection and data accountability is
ensured and the information processing is performed with the individuals’ control
and consent.

2.3 Privacy Enhancing Technologies and Privacy
by Design

Privacy enhancing Technologies (PETs) are the technical mechanisms that
play an important role in the quest for practical privacy protection. These mech-
anisms constitute the building blocks of privacy-preserving systems and services
and include encryption, access control mechanisms, anonymous communications
protocols, attribute-based credentials and searchable encryption schemes. In [25]
the existing cryptographic tools for creating privacy-friendly applications are fur-
ther analysed.

In order to achieve privacy-preserving systems and services, PETs need to
become part of the initial system design and instead of being added later on. This
principle, referred to as “privacy by design” is considered essential for addressing
privacy requirements in contemporary systems and services, as well as achieving
by default compliance with privacy legislation and data protection rules.
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Privacy-preserving mechanisms need to be embedded into applications that
handle personal data. Anonymisation techniques for published aggregate profile
data offer protection while allowing data processing and utilization [14, 103].
These solutions are a positive step toward privacy aware profile data management,
however the information owners do not control the handling of their data and do
not gain any benefits from the data exploitation. It is important that individuals
are protected from unauthorised usage of their information and compensated for
the service and profit they offer to legitimate data processing companies whenever
their data is processed. Privacy protection should not only be a result of policies
and legal measures, rather it should be achieved through a holistic approach that
achieves a system’s privacy properties as a part of its design [44]. This “privacy
by design” principle ensures that the user’s privacy is protected in the default
system setting, instead of utilizing add-on features to achieve protection.

2.3.1 Private Credentials

Private credentials, based on the Camenisch-Lysyanskaya signature scheme [32,
31] allow users to acquire credentials and demonstrate them without revealing
their identity. Using the private credential system described in [33], individuals
can use different unlinkable pseudonyms, based on the same credential issued by
an identity provider. The private credential system can also provide certified at-
tributes by the identity provider, for the individual to selectively reveal attributes
(e.g. their age range, based on their date of birth). Anonymity revocation is also
supported by the private credential system, allowing identities of ill-behaving
users to be revealed under well-specified conditions. A private credential sys-
tem, apart from users who receive credentials and the certification authority that
verifies user public-private key pairs, comprises of organisations which grant user
credentials, verifiers who verify them, and an anonymity revocation manager that
allows revocable anonymity.

The ideal system offers unforgeability of credentials, anonymity of users, un-
linkability of credential showings and consistency of credentials [31]. Private cre-
dentials, also called anonymous credentials, constitute today an accepted and ap-
plicable privacy enhancing technology, an open source implementation of which
is Idemix!.

The entities participating in an anonymous credential system are individuals,
companies and trusted third parties (e.g. government services), which can assume
the roles of issuers, recipients, provers and verifiers. A credential is created by an
issuer for a recipient by executing the issuing protocol. The recipient (i.e. the
credential owner) can then create a credential proof, to be used by a verifier to

dentity Mixer cryptographic library, https://prime.inf.tu-dresden.de/idemix/
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verify the validity of the credential (proving protocol).

To be able to issue anonymous credentials, an issuer needs to generate a pub-
lic/private key pair and create specifications of the structures of the credentials
issued. These specifications and the issuer’s public key are then published to be
used during the proof protocol.

In order to acquire an anonymous credential, a user chooses a master secret
key, according to the agreed upon system parameters (bit length, groups to be
used). This secret key enables the creation of multiple unlinkable pseudonyms by
the user, to be used with different service providers. The issued credential consists
of the issuer’s public key, the credential structure (necessary for the verification
of its validity) and the attribute values.

During the proving protocol, the prover (i.e. the credential owner) creates
a proof on behalf of the verifier that proves ownership of a certain credential.
The verifier checks the validity of the given proof. Credential attribute values
contained in the proof may or may not be revealed to the prover, according to
the settings of the proof creation process.

2.3.2 Searchable Encryption

Searchable encryption solutions provide the ability to store information in an
encrypted form, yet allow search operations to be performed on the dataset, in
order for authorised users to be able to locate the information they are interested
in, without needing to decrypt the whole dataset.

Searchable encryption has been a very active research topic in the past decade,
yielding increasingly efficient and applicable solutions. Applying technologies from
cryptography, data structures, algorithms, information retrieval, and databases,
the state-of-the-art constructions achieve different trade-offs between security, ef-
ficiency, and query expressiveness [84]. Kamara presents in [84] an overview of the
research area, the different solution approaches and the challenges left to address.
A thorough and comprehensive survey on searchable encryption schemes and the
characteristics of the different approaches by Bosch et al. can be found in [23].

Searchable Symmetric Encryption (SSE) is a practical method for search-
able encryption that provides a reasonable trade-off between efficiency, function-
ality and security. A searchable symmetric encryption scheme consists of an al-
gorithm EDBSetup and a protocol Search fitting the following syntax [80]: Let A
be a security parameter. A database DB = (ind;, W;){; is a list of identifier and
keyword-set pairs, where ind; € {0, 1}A is a document identifier and W; C {0, 1}*
is a list of keywords in that document. EDBSetup takes as input a database DB
and a list of document decryption keys RDK, and outputs a secret key K along
with an encrypted database EDB. The search protocol proceeds between a client
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C' and server E, where C' takes as input the secret key K and a query (a tuple of
keywords and a boolean formula) and E takes as input EDB. At the end of the
protocol C' outputs a set of (ind, rdk) pairs while £ has no output.

The dynamic multi-client OXT scheme consists of the basic OXT scheme [35],
appropriately enhanced to support multi-client search functionality [80], and dy-
namic updateable encrypted datasets [34]. Additionally, the OXT scheme sup-
ports conjunctive search and general boolean queries and remains efficient for
very large databases. The practical applicability of the scheme is demonstrated
by experimental results both of the OXT prototype implementation and in real-
world applications [34].

In the basic OXT protocol the server holds encrypted pointers to documents
in a dictionary D and the search client (and data owner) holds a list of keywords.
The protocol output is the set of encrypted pointers to the documents containing
the client’s keywords. To retrieve the documents, the client decrypts the pointers
and obtains the matching (encrypted) documents. The server does not perform
the decryption and cannot learn the keywords in the client’s query. The OXT
scheme computational complexity is independent of the number of documents in
the dataset and scales with the number of documents matching the least frequent
keyword in the search query.

To support multi-client search functionality, the basic OXT scheme is en-
hanced so that the data owner outsources an encrypted dataset to an external
server and allows other parties to perform queries on the encrypted data by pro-
viding them with search tokens for specific queries. In order to achieve that, the
data owner provides the search-client with a set of trapdoors (determined by
the query and independent of the searched data), that can be transformed into
search tokens for the OXT scheme. To ensure that the searcher is authorised by
the data owner, the trapdoors provided by the data owner are homomorphically
signed and so are the transformed search tokens submitted to the server. These
tokens and signatures are unforgeable even by fully malicious clients [80]. Homo-
morphic signatures enable a signer to create a signature on a document and allow
other parties to make predefined alterations to it and obtain a new signature on
the altered document without interaction with the signer [82, 13].

To support dynamic additions to the encrypted dataset after it has been up-
loaded, the dataset owner needs to be able to compute the labels for the new data,
to be added to the dictionary by the server. The scheme remains the same as the
static OXT scheme, with the addition of an Update protocol and an auxiliary
encrypted database EDB™ and dictionary DT are used, which are initially empty
and change as updates happen. Searches in the dynamic databases are performed
by the server by first searching the dictionary D for keyword w, as in the static
case, then re-computing all the labels corresponding to w in D*. For this opera-
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tion the data owner needs to provide the value of the keyword-specific counter,
therefore a dictionary Deoun is maintained, associating each added keyword with
its counter value.

2.4 Related work

Some important research projects on personal data management that also
advocate using cryptographic protocols to develop privacy-preserving applications
and identity management are Prime [12], PrimeLife [118], ABC4trust [125] and
FutureID [124]. These projects have yielded important results on the topic of
privacy-preserving mechanisms and usable privacy, including the extension and
improvement of Idemix!, an anonymous credential system and library, used as a
building block in several of our proposed solutions.

Prime’s approach is that data is provided to data consumers for them to store
under well-defined policies. Within Prime, advanced techniques for privacy policy
negotiations and enforcement were designed and implemented. The PrimeLife
project [118] is the successor of Prime, examining lifelong privacy maintenance
and privacy protection in emerging Internet applications. An innovative product
on personal data management that caught the attention of major companies, such
as IBM and Microsoft, is U-Prove [134].

There is a number of interesting works that utilize cryptographic primitives
to achieve accountable privacy-preserving services and maintain the notion that
the information owners should retain control of their data. A privacy-preserving
National Identity Card is proposed in [48], where a smart card is used to store in-
dividuals’ personal information and allows them to prove binary statements about
themselves. A project that focuses on personal data of smart phones is the open-
PDS personal data store [47, 46]. The openPDS system supports a mechanism
for installing third-party apps which can have controlled access to the personal
data of the data store. In [52], Pythia, a mobile contextual suggestion system
for tourism is presented. Pythia abides by the principle that all data of the user
reside on the user-side and are not disclosed to any other party.

dentity Mixer, http://www.zurich.ibm.com/idemix/details.html
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Chapter 3

The Polis Personal Data
Management Framework

3.1 Introduction

In order to enhance privacy protection during electronic transactions, we pro-
pose a personal data management framework called Polis, which abides by the
principle that individuals maintain control over their personal data, which reside
only at their own side. We assert that electronic transactions can be feasible,
whilst personal data resides at the individuals’ side. To support this claim, we
design, build and evaluate the prototype system Polis [55, 56], which implements
the above principle. We identify representative electronic transactions that in-
volve personal data and propose Polis-based protocols for them. We show that
Polis can satisfy important data protection principles in a natural and efficient
way and describe how Polis can be integrated into online transactions to manage
personal data. The results of this work indicate that electronic transactions can
remain both feasible and straightforward, while personal data remain only at the
owner’s side.

3.2 Related Work

The idea that individuals should retain ownership of their personal informa-
tion themselves and decide how this information is used, is discussed in [96]. A
point made in [127] is that, although considering personal data the owner’s pri-
vate property is a very appealing idea, it would be rather difficult to practically
apply it and legally enforce it. Our approach proposes an idea that has the same
practical effect as considering personal data the owner’s private property, but
withdraws the legal objections involved with this idea. The argument that per-
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sonal data would be safer at the user’s side is also examined in [106].

Different kinds of frameworks that are related to personal data have recently
been proposed or are in progress. In particular, privacy sensitive management
of personal data in ubiquitous computing is discussed in [77], storing personal
data in an individual’s mobile device is examined in [79]. Protecting personal
data that is stored within a company is considered in [126, 86]. More related to
Polis is a rich but also complicated framework for privacy protection, proposed
in [102]. This framework is built on the principle that personal data is kept inside a
“Discreet Box”, located at the service provider’s side. An agent-based solution to
address usability issues related to P3P (Platform for Privacy Preferences Project)
is presented in [99]. Other results in this field, less related to Polis, can be found
in [65, 17, 75]. General surveys on privacy enhancing technologies are given in [66,
76, 74]. To our knowledge, Polis is the first general framework for managing
personal data only at the owner’s side.

3.3 The Polis Approach

The Polis approach is based on the following principle:

“Polis-users are prohibited from storing any
personal data but their own.”

Polis is meant to be employed by privacy concerned internet users which fulfill
the requirements of having:

o A reliable, always-on access to the Internet, in order for their agents to be
always accessible.

o A certificate from an approved Certification Authority.

We design, implement and evaluate a Polis prototype and show that the above
simple and straightforward assumptions suffice to build a personal data man-
agement framework that works seamlessly with online transactions. The Polis
prototype and its evaluation are described in Section 3.6.

3.3.1 Polis Concepts and Architecture

At this point we consider it necessary to introduce a few terms that will be
used in this work:

e In Polis, personal data refers to primitive personal information of individuals
like name, birth date, address, etc. Personal data corresponds to what is
called off-line identity in [2]. Our focus is on privacy-enhanced management
of the off-line identity.

18



Chapter 3: The Polis Framework

e An individual Internet user is a potential customer who can purchase ei-
ther goods or services. This user can be called individual, customer or data
subject. We will use the terms individual and customer, interchangeably.

e An entity that provides the aforementioned goods or services can be called
shop, company, service provider or data controller. We will use the terms
shop, company and service providers.

e Both individuals and companies can become Polis-users.

Every Polis-user is represented by a dedicated entity. This entity can be used to
instantiate a corresponding Polis-agent, which is the main architectural compo-
nent of Polis. The agent is used to manage the personal data of the entity and
to provide controlled access to it. Service providers use the agent to retrieve per-
sonal data from affiliated users. The general architecture of Polis, as well as the
constituents of a customer agent and a shop agent are presented in Figure 3.1.
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Figure 3.1: The Polis architecture.
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We would like to emphasise the following characteristics of the Polis architecture:

e From the service provider’s point of view, Polis provides a decentralised
approach for the storage and management of personal data.

e On the contrary, from the customer’s point of view, Polis is a fully cen-
tralised system, in the sense that personal data is located and managed
locally by the owner’s agent.

3.3.2 Schemes for Personal Data and Policies

Critical components for a personal data management framework like Polis are
the schemes for representing personal data and policies. Some known schemes for
personal data are P3P [142] and CPExchange [22]. Approaches for policies related
to personal data are also discussed in [85, 86], while related work on personal data
and policy schemes can be found in [51].

We use schemes that are simple, yet powerful enough, for the needs of the
Polis prototype. Examples of a personal data scheme and a policy, as used in
Polis, are shown in Figure 3.2.

Policy

<User Enabl ed="true"
<Nanme>
<G ven>
<Per m ssi ons>
<Li cense Purpose="shi ppi ng">
<G ant Access >t rue</ G ant Access >
<Dat eTi me>
<Start >2008-01-01 00: 00: 00</ Start>
<End>2008- 12- 31 23:59: 59</ End>
</ Dat eTi me>
</ Li cense>
<Li cense Purpose="billing">
<Count >3</ Count >
<Dat eTi me>
<Start >2008-01-01 00: 00: 00</ Start>
<End>2008- 12- 31 23: 59: 59</ End>
</ Dat eTi me>
</ Li cense>

Entity=" eshop">

</ Per m ssi ons>
</ G ven>
</ Nane>
</ User >

Per sonal Data
<User >
<Nanme>
<G ven>John</ G ven>
<Fanmi | y>Doe</ Fami | y>
</ Name>
<Hone- | nf 0>
<Post al >
<Street >Nowhere Street 001</Street>
<Ci ty>Deadend</ Ci ty>
<St at eProv>Qui t cy</ St at ePr ov>
<Post al Code>11111</ Post al Code>
<Organi zat i on>Dl PH</ Or gani zat i on>
<Count ry>Never | and</ Count ry>
</ Post al >
<Tel econ®
</ Tel econ®
</ Hone- | nf 0>
</ User >

Figure 3.2: Examples of a personal data scheme and a policy.

There are eight general categories of personal data in Polis, organised hierarchi-

cally, namely Name, BDate, Cert, Skill, Characteristic, Home-Info, Business-Info
and CreditCard. Each of them has one or more subcategories. The terminology
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used is based on P3P for the user information part, with the addition of the finan-
cial information (CreditCard) taken from CPExchange, plus the extra personal
information fields (Skill and Characteristic). Each entity stores its personal data
in a local XML document.

The components of a policy are the following:

e Principals: The Polis-entities.
e Data: Every single item of a user’s (Polis-entity) personal data.
e Purposes: The set of purposes that entitle principals to retrieve data.

e Usage restrictions: Additional restrictions exist that limit access rights to a
specific number of accesses or a specific time interval, or both.

Other important concepts of Polis are the licence and the contract. A licence
comprises of the data involved, the valid purposes that allow data retrieval, as well
as the rules to provide either full or restricted access. The use of licences to protect
personal data is discussed in [36, 93, 59]. A contract concerns two principals and
an arbitrary set of licences. An agent can sign any number of contracts with an
arbitrary number of entities.

3.4 Incentives and Objections

In this Section we discuss incentives and objections for the Polis approach and
provide arguments that the Polis solution can be beneficial not only to individuals
but also to (well meaning) shops.

The fact that a Polis-user’s personal data must be retrieved from the owner’s
side every time it is needed, automatically fulfills many critical requirements
found in FIP-like regulations. Moreover, the way the Polis framework can be
integrated into database management systems automatically fulfills the require-
ments of Hippocratic databases [7]. Besides individuals, shops can also obtain
important benefits from the adoption of Polis, like a more privacy-friendly profile,
simplified data maintenance and data cleansing, as well as significantly reduced
responsibility for the safety of customers’ personal data.

3.4.1 Incentives for Individuals

1. Polis-users maintain mazximum control over their personal data. They are
able to monitor, at any point in time, all the contracts they have signed, as
well as the time, purpose and principal of each data item access that has
taken place. Unlike the Polis approach, current practices result in inability

21



3.4 Incentives and Objections

to keep track of where one’s personal data reside and how often they are
being accessed.

. Individuals can trivially exercise their right to up-to-date personal data. A
user simply has to update the locally stored record. Each time a company
wants to access it, it will be retrieved on-the-fly from the person’s agent and
not from the company’s outdated database. Consider the act of updating
one’s address or telephone number. With current practices, the individual
has to recall every peer that rightfully possesses this information and go
through a record update process for each such peer.

. Individuals can handle all kinds of privacy-related rights and preferences
through their Polis-agent. To this end, a unified user interface is being used,
while personal data disclosure takes place through a clear data flow. These
attributes are absolute requirements for the effective privacy-enhanced man-
agement of personal data [98].

. The risk that the privacy of the individual is violated due to data breaches
from company databases is significantly reduced. Just like credit cards, Polis-
contracts can be cancelled to become useless to invaders. Even if a company
does not realise that its database has been compromised, invaders will have
to acquire the company’s private key, in order to be able to use the stolen
contracts. Even in that case, the invaders will only have access to the partic-
ular data that the contracts authorise this company for. Furthermore, the
data owner will be able to know which data items were leaked and when
this happened.

. Privacy-concerned individuals will no longer have to choose between either
giving away their personal data or not conducting an electronic transaction.
Nowadays individuals suffer the coercion that occurs when there is only
one reasonable way for them to receive certain needed services or informa-
tion [105], i.e. by giving away their personal data. Furthermore, according
to Acquisti in [2]: “.. as merchants decide against offering anonymizing
technologies to their customers, the privacy concerned customers choose
not to purchase on-line, or to purchase less. A latent, potentially large mar-
ket demand remains therefore unsatisfied”. We believe that approaches like
Polis can offer a viable alternative to current practices for personal data
management.
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3.4.2 Incentives for Service Providers

1. The customer’s personal data in the shop’s database remains always up-to-
date. In addition, this is accomplished without any maintenance costs for
the shop.

2. The use of Polis contributes to improved data quality and can simplify the
data cleansing task. Data cleansing is the act of detecting and removing
and/or correcting a database’s dirty data (i.e. data that is incorrect, out-
of-date, redundant, incomplete, or formatted incorrectly). Data quality is
a critical factor for the success of enterprise intelligence initiatives and can
incur costs and delays to company operations [119, 140].

3. Polis releases the shop from the burden and responsibility of keeping cus-
tomer data safe. The shop is freed from a set of serious responsibilities for
protecting customers’ personal data and the risk of being considered liable
for serious data breaches. Incidents of intentional or unintentional data
breaches are unfortunately quite common and a reasonable worry is that
a lot of them never reach the attention of the media. Some representative
examples of such situations are the Choicepoint case, a data broker who
sold private records of over 150,000 Americans to a group of criminals in
2005 [39], the incident that took place in the UK, where two computer discs
containing the personal data of 25 million citizens were lost in the post [9],
as well as the Deutsche Telecom incidents [121].

4. Polis promotes a more privacy-friendly image for the service providers that
adopt it. The commitment that the shop does not store any personal data
locally is an appealing argument for privacy-sensitive customers.

5. Polis can be integrated into a company’s existing information system. As
we illustrate in Section 3.6, Polis can naturally handle heterogeneous sets
of customers, consisting of both Polis and conventional ones. This fact re-
moves the counterincentive of companies having to go through a demanding
transition process in order to integrate Polis into their systems. The com-
pany does not get tied down by Polis into having only Polis users in its
database.

3.4.3 Potential Objections for Individuals

1. Managing a personal agent is by definition a critical task, prone to errors
and omissions by the user. However, being in charge of the data disclosure
process through a unified procedure like Polis, is much more convenient and

23



3.4 Incentives and Objections

effective compared to current practice, as described in the third incentive
for individuals.

2. Considerations about the agent’s security. An individual’s Polis-agent con-
tains critical personal data and digital agreements for data access. Conse-
quently, a production-ready Polis-agent should satisfy high security levels.
We believe that this is a viable task, since the Polis-agent has a precise,
well-defined functionality and can be operated behind firewalls on a user-
controlled computing platform. Moreover, the decentralised approach of
Polis for personal data can also contribute to improved data security, since
invaders find large collections of personal data much more inviting than an
individual’s personal data [106].

3. Polis does not protect individuals from malicious shops that misuse personal
data. Nevertheless, a malicious shop in Polis cannot cause more damage than
it could cause with current practices.

3.4.4 Potential Objections for Service Providers

1. Losing control of customer data. This objection does not really apply to
the Polis approach since service providers will still have access to the data
they are entitled to. Well-meaning parties will not lose control over their
customer’s data. Internet connection reliability could also be an issue for
Polis, but as already mentioned, it is widely accepted that reliable Internet
connectivity can be considered a given nowadays and in the future. Besides,
Polis does not restrain companies from keeping records of customer’s profiles.
These records will not contain any data of the customer’s offline identity
and will resemble pseudonymous data processing.

2. The adoption of Polis can cause significant overheads to company processes.
The possible delays in data retrieval caused by the employment of Polis
should not be a hindering factor for its adoption. Retrieval of personal
data is neither a task that is carried out frequently, nor a time critical
process, therefore these delays will not affect the efficiency of the company
procedures.

3. Service providers could be scammed from malicious Polis-users. Polis-contracts
and licences constitute proof that a service provider has the right to access
the specified Polis-user data. Therefore, when needed, a company can resort
to the appropriate actions. The CA or some other designated trusted third
party could be used to settle such cases.
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3.4.5 Enforcement and Detection

An important aspect of every (electronic) contract is the ability to verify and
enforce that the parties will not violate its terms. Polis can handle detectable
privacy breaches, i.e. breaches for which data released to the shop finds its way
back to the individual who submitted that information [71]. In this case a Polis
compliant shop must be able to present evidence that those data were rightfully
obtained for the specific purpose, at the specific time, using data licences [36].
A more challenging task would be to detect Polis-shops that leak customer’s
personal information. A relevant problem is discussed in [71].

Due to the very nature of personal data, it seems that once a service provider
possesses some data, there is no technically feasible way for absolute abuse pre-
vention. Consequently, apart from technical measures, we will have to rely on
market, legal and social dynamics for handling personal data properly ([71, 6]
and [77, Section 5.8.5]).

As far as violations from the user’s side are concerned, if the terms of an
agreement are violated and the individual refuses to fulfill the contract-defined
obligation of providing personal information, then the service provider can use
the customer-signed licence to prove entitlement to access the data.

3.5 Polis Applications

In this Section, we discuss how Polis can be used within common electronic
transactions and present indicative higher level applications that can be built on
top of a decentralised personal data management framework like Polis.

3.5.1 Polis in Common Transactions

Polis can be potentially employed in any transaction where users have to
submit (some of) their personal data. The overall process is outlined below:

Polis in transactions. When users have to fill in forms with their personal data,
they instead provide the contact details of their agents. The agents of the
shops and the users/customers establish agreements. A successful agreement
grants access to the customer’s private data for the specific data items and
the amount of time needed to complete the transaction. In Figure 3.3 the
interaction of Polis-entities within a Polis-transaction with an e-shop is
illustrated.

This process can be used for registrations at e-shops, portals and other online
services. In general, any application that involves personal data, like identity
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management systems [117] and e-government platforms can be supported. The
need for privacy protection in e-business applications is stressed in [89]. The ease
of employing Polis lies in the fact that it can work as a middleware, which takes
care of the personal data exchange between parties in higher level applications.
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Figure 3.3: Polis in transactions with an e-shop.

3.5.2 Prospective Applications for Polis

An infrastructure like Polis can be a realistic step in the direction of effec-
tively controlling personal information. Apart from the direct gains of using Polis
in every day electronic transactions, there are some interesting possibilities for
higher level applications that could utilize it.

Microtrades and Information Markets. Polis could be utilized to facilitate
personal data exchange in personal-level microtrades between Polis-agents.
Such an application is examined in [131]. Polis-users can give permission
to information gathering companies to access (some of) their personal data,
for an agreed price. Each time a company needs to regain access to them,
the agreed amount of money should be paid. Furthermore, Polis could pro-
vide the ground for more advanced financial applications for personal data.
The market for personal data described by Laudon in [96] is an example
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of such applications. In particular, Laudon proposes the so called National
Information Market (NIM), where personal information can be traded in
a National Information Exchange. The adoption of a framework like Polis
would simplify the evolution of NIM-like infrastructures.

Privacy-enhanced ubiquitous computing. Online data of individuals can be
conveyed through their Polis-agents. In this case, Polis could work as an
open architecture for ubiquitous computing applications. For example, dy-
namic location information could be retrieved from the individual’s Polis-
agent, like the rest of the individual’s personal data.

3.6 The Polis Prototype

We designed and implemented a Polis prototype with the main objective to
demonstrate that electronic transactions are feasible while personal data remain
only at the owner’s side. Another technical objective of the development of the
Polis prototype was to make its deployment simple and friendly to contemporary
information management practices. We believe that we have fulfilled the above
goals adequately. Furthermore, a fully developed Polis platform should be able
to satisfy the general properties that privacy-enhancing technologies must hold
in order to be considered useful, according to [66].

3.6.1 Technologies of the Prototype

The basic technologies used to develop and employ the Polis prototype are:

e The Eclipse IDE and the Java programming language to create portable,
platform independent tools.

e A Pubic Key Infrastructure (PKI) is used for creating trusted certificates
according to the X.509 standard. For demonstration purposes, an elemen-
tary Polis CA has been developed to be used in experiments. In a real world
application, a commercial CA could be utilized.

e User data, policies and contracts are represented as XML documents.

e The Tor anonymizing infrastructure is used optionally to achieve anonymity
for the clients and/or implement agents as hidden services [50].

e The Derby embedded database server is employed internally by the agent
for its data storage needs.
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e Bouncy Castle’s security provider is used for cryptographic primitives.

e The database case study has been implemented on an Oracle database

management server (DBMS). Similar integrations of Polis should be feasible
with other popular DBMSs like IBM DB2 or Microsoft SQL Server.

3.6.2 Deploying the Polis Prototype
In order to deploy Polis:

e Customers install the Polis-agent, store their personal information and pre-
pare the necessary policy templates.

e Companies install the Polis-agent, prepare policy templates and integrate
the agent with the company’s information system. Polis-customers can co-
exist with normal customers at the company side.

3.6.3 Polis Collaborating with a Database Management
System

Polis can be incorporated into the back-office of a company and take care of
the personal data management. This is accomplished by integrating Polis with
the company’s database management system. The basic idea is that personal
data fields do not contain the actual data, instead, a ticket (represented by an
appropriate object) is used to retrieve the data value on the fly. We tested Polis
with an Oracle database server. The approach is illustrated in Figure 3.4.

The integration was straightforward. Two Java Stored Procedures (JSP’s) and
a small set of triggers and database views were sufficient to implement the con-
nectivity between Polis and the database server. It is noteworthy that, using sim-
ple object-relational features, as well as views and triggers, the Polis enhanced
database can be operated as a normal one, while the Polis related operations are
transparent to the database user.

3.6.4 Experimental Evaluation

We prepared an elementary Polis environment with a set of Polis-agents in-
stalled on the local network of our laboratory. A snapshot of a Polis-agent’s GUI
is shown in Figure 3.5. A set of web pages, including web forms and dynamic
web pages, were used to support experiments. The customer database contained
27 customers in total; 11 conventional customers and 16 Polis-customers (4 of
which used Tor hidden services [50] for their agents). We performed an exten-
sive set of experiments within the above Polis environment. The experiments
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Figure 3.4: An interaction example of Polis-entities. A shop uses a Polis-enabled
database for customer registration and personal data retrieval.
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johndoe - 16, 17:56:33, 17-12-2008, Thread:13, Successfully loaded class: polis protocols.coinFlipP KL Protocol
johndoe - 17, 17.56:33, 17-12-2008, Thread:13, Successfully loaded class: polis.protocols.obliviousTransfer.Pr
johndoe - 18, 17.56:33, 17-12-2008, Thread:13, Successfully loaded class: polis.protocols.poker.ProtocolPoker
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johndoe - 22, 17.56:38, 17-12-2008, Thread:23, PeerListener starting on port: 4444
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Figure 3.5: A Polis-agent’s GUI snapshot.

involved database operations on tables with Polis data to verify their integration
into the database. In particular, we executed some representative insert and se-
lect operations on the customer table, a join operation between two tables and
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created some views in the database. Both Tor-enabled Polis-agents (the agent is
accessed through a Tor hidden service) and conventional Polis agents were tested.
As expected, all the operations were accomplished successfully. Moreover, the
Tor-enabled agents operated indistinguishably from the conventional agents with
the exception of occasional timeouts, due to the Tor network itself.

|E |Fi1‘st Name |Lﬂst Name | Street | City | Postal Code | Country | State | Organization | User Type
E| Sayid | Jarrah | Goodmind 125 | Kenya | 87484 | Kenya | Kenya | T |N|:|11—1m]is User
|5| “Walter | Slanmer | Filosofou 145 | Florina |No Permizsion |No Permizsion |No Permiss1on| ET | Polis user
E| Fox | Iiulder | Eolokeotrom 40 | Athens | 10156 |No Permizsion |No Permizsion |No Permission| Polis user
[20[ Josy [ Tribbiam | CentralPerkd6 [Mew York | 74889 | TUSA | NewTork | US  [Non-polis User
|E| Dana | Scully |Paranormal Street 125 | Deadend |No Permission |No Pertmission |No Pertrission |No Pemn551on| Polis user
[12] Phoebe | Buffay | CentralPerk23 [New Tork | 47952 | TUSA | NewTork | US  [Nonpolis User
F| WVeronica | Donevan | Honoloulou 210 | Tokyo |No Permission |No Permission |No Permission |No Permission| Polis user
|E| Alexander | Mahone | Fox Rver 15 |Washmgton| 8769 | UsSA | “Washington | us |Nuu—1m].is User

Figure 3.6: Report from the customer table of a Polis-enabled database. The table
contains both, Polis and non-Polis, users.

3.6.5 A First Case Study

We performed a preliminary case study on the integration of Polis with a
content management system (CMS). More precisely, we integrated Polis with
the Elxis CMS, an open source CMS released under the GNU/GPL licence. We
selected Elxis for our case study because it is a fully functional CMS, it is open
source and it supports the Oracle DBMS. A number of extensions exist for Elxis
that enrich its functionality; one of them, the IOS eshop component, turns Elxis
into an e-shop.

The integration process was straightforward. A first version of a Polis-enabled
Elxis CMS instance was working in beta status (Figure 3.7) after less than a
man-week’s work. Figure 3.8 shows how the profile of a specific user appears in
the Elxis application, at different time instances. Auditing the user’s Polis-agent
reveals each access to the user’s personal data.

3.6.6 Evaluation Conclusions

The evaluation of the Polis prototype and the Polis case study proved the
feasibility of the main Polis approach and confirmed the features of the Polis ap-
proach discussed in Section 3.4. A comparison of the features that are available to
Polis-enabled individuals in contrast to conventional /non Polis-enabled individu-
als of the Elxis CMS-based application is shown in Table 3.1. The table compares
the Polis approach to the current practice in personal data management. To this
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Figure 3.7: The Polis-enabled Elxis CMS instance.
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2008-04-04 18:17:12.686 |shap JaneD #Hame-Info.Online. Email janedoegmemeraldinsight com  |administration
2009-04-04 19:17:12.604 |shop JaneD #Hame-Info.Telecom.Telephane |(+44) 1274 777700 administration
2009-04-0419:17:12.663 [shop JaneD #Home-Info. Telecom.Mobile (+44) 79260 TT77Y administration
2009-04-04 19:22:45.079 |shop JaneD #Horme-Info.Online. Email janedoe@emeraldingight.corm |administration
2009-04-0419:22:45118 |shop JaneD #Home-Info.Telecom. Telephone Mo Permission administration
2009-04-04 19:22:45.216 |shap JaneD #Hame-Info.Telecam.Mobile (+44) 79260 T77YY administration

(d) The user’s Polis-agent audit.

Figure 3.8: The profile of a Polis-enabled Elxis user at different time instances
and the corresponding entries in the user’s Polis-agent audit.

end it highlights a set of important advantages/disadvantages for Polis-users of
the Polis-enabled Elxis CMS. The comparison should be valid for a wide range
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of possible Polis-enabled e-business applications.

Polis-enabled user(s) Conventional user(s)
1| awareness |[the individual is aware of any access to his data the individual receives no information
2| data opt-out |trivial the individual has to contact the Elxis shop
specifying  |the individual can specify his own data access policies or|the individual has to rely on the company specified
policies adopt proven policy templates privacy policy
a security the individual is not affected by most types of attacks  [any data leakage from the Elxis shop may affect the
on the Elxis shop individual
5 effort the individual has to manage his own data the individual simply gives away his data
6 delay .the. d'ata is retrieved from the Polis-agent of the data is retrieved from the company database
individual
7| data cleansing [trivial (the data is retrieved from the Polis-agent) data entry errors may occur
8| dataupdate [trivial (happens implicitly) the individual has to go through a proprietary
procedure

Table 3.1: Advantages/disadvantages for Polis-users of the Polis-enabled Elxis
CMS instance.

The evaluation of Polis also revealed important improvements that are possible
for the Polis-agent and the accompanying tolls. One improvement concerns the
usability of Polis. In the relevant literature it is pointed out that the use of an
appropriate Graphical User Interface (GUI), that clearly demonstrates concepts
for expressing privacy preferences, is very supportive for effective use of privacy
protection systems [98, 112, 81, 1]. A first tool that we have created is a Polis Add-
on for Firefox, which, amongst other features, alerts the user each time personal
data is requested (Figure 3.9).

< ‘Wikipedia, the free encyclopedia - Mozilla Firefox

Ele Edit Vew Hstory Bookmarks Tools Help Ble Edt View Hstory Bookmarks Tooks Help

W Wikipedia. the free encyclopedia 5 - \\/ Wikipedia. the free encyclopedia [

N = &

=g R e . m
Welcome to Wikipedia, | ¢ SR (?‘, Welcome to Wikipedia, -
the free encyclopedia that anyone can edit. I Lo Y the free encyclopedia that anyone can edit.
2,840,406 articles in English v s 2,840 406 articles in Enalish_
3 1 2] 3| i Polis Notification
Done T Done TT. The following peers asked for your private data: eshop
(a) Internet browsing moment of a Polis-user. (b) The user’s data have been requested.

Figure 3.9: The Polis Add-on for Firefox alerts the user when personal data is
requested.

3.7 Discussion

In this work, we design, implement and evaluate Polis, a personal data man-
agement framework which embodies a fundamental privacy principle: Personal
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data of individuals reside only at their side. Polis aims at making storage of per-
sonal data unnecessary for contemporary online transactions to work efficiently.
This way, users will be able to monitor and limit the distribution of their personal
data, according to their needs and preferences. Furthermore, the safety of stored
personal data is enhanced and personal data accuracy is ensured.

In conclusion, this work demonstrates the fact that it is possible to deploy
a privacy-enhancing prototype like Polis, in order to achieve significant privacy
protection, in the current electronic world. We cannot expect Polis to become a
panacea for all kinds of privacy problems. However, we believe that Polis has more
advantages than disadvantages compared to current practices for personal data
management. Finally, it is very encouraging that given one basic assumption, the
transition to a personal data protecting way of conducting online transactions,
can be natural and smooth.
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Chapter 4

Economics of Personal Data
Management: Fair Personal
Information Trades

4.1 Introduction

Individuals today have no control over the way their personal information is
being used even though they are the ones to suffer the consequences of any un-
wanted uses of their information. We propose addressing this externality through
the creation of a market for personal information, where licenses to access indi-
viduals’ personal information will be voluntarily traded. Through this market,
satisfactory compensation to the information owner is provided, whilst personal
information remains under the owner’s control. Using cryptographic tools and mi-
cropayments we propose and develop a prototype for personal information trades
where the above principles are implemented and tested.

We consider the use of the Personal Information Market (PIM) concept, where
access to personal information can be legitimately exchanged, providing at the
same time mutual benefits to companies and individuals. In order for a PIM to
be effective many challenges need to be addressed. First, it is important that per-
sonal information is exchanged in a way that misuse attempts are prevented or
deterred. In this work we address this challenge by using data licenses, which are
based on cryptographic primitives. These licenses provide access to individuals’
personal information under well specified conditions and therefore ensure that
information owners do not lose control over their information. Another challenge
to be addressed in realizing a PIM is the payment scheme. Information owners
ought to be compensated for providing access to their personal information. The
amount, however, of compensation per information item access should be small.
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Therefore, common bank/credit card payments are not suitable for this kind of
transactions, since they are relatively costly and time consuming. It should be
possible to conduct large amounts of transactions efficiently and without entail-
ing added costs. An appropriate payment method for this PIM is the idea of
micropayments [123], which allows for small amounts of money to be exchanged,
in an easy, efficient and inexpensive way.

We believe that an interesting analogy can be drawn between modern In-
ternet users’ privacy rights and developing countries producers’ rights. Just like
producers in such countries are vulnerable to work exploitation and suffer the con-
sequences that arise from it, Internet users today suffer the exploitation of their
personal information and the infringement of their privacy rights. Following this
analogy, we propose an architecture named “Fair Personal Information Trades”
(FPIT), that follows the principles of the Fair Trade movement, which offers bet-
ter trading conditions to, and secures the rights of, marginalised producers and
workers [144]. Just like Fair Trade, FPIT can support fair trades of personal infor-
mation between information owners and information consumers, while protecting
their information owners’ privacy.

Related Work

One of the first proposed markets for personal information was Laudon’s
National Information Markets [96], where personal information can be traded
through a National Information Exchange. There are two major differences be-
tween Laudon’s NIM and FPIT. First, in this work we follow a distributed ap-
proach, where no third parties are involved for the information exchange. Second,
in FPIT the personal information itself is never sold. Temporary access to per-
sonal information is sold, by means of appropriate licenses. Information users have
to acquire information from their owners each time they need to use it, paying a
small fee every time.

A decentralised approach for information markets is Information Crystals [5].
This model aims at creating large groups of personal information, to be used
aggregated for data mining, while protecting the owner’s privacy.

An interesting work that implements the idea of Personal Information Market
(PIM) is [72]. In that approach, only preference and behavioral information is for
sale and therefore privacy protection is achieved by keeping Personal Identifiable
Information (PII) undisclosed. PII is defined as any piece of information which
can potentially be used to uniquely identify, contact, or locate a single person.
In our work, both PII and preference/behavioural information can be exchanged.
We argue that companies should be able to acquire individuals’ contact infor-
mation, with their consent, for marketing purposes. We address the problem of
privacy protection by using data licenses and the convention that no information
is allowed to be stored at the company’s side. Another important differentiator
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is that our platform does not rely on the existence of trusted third parties for
transferring personal information.

4.2 Fair Personal Information Trades: Concepts
and Architecture

The core principle of FPIT is that the control of personal information should
be maintained by its owner. Therefore, companies are not allowed to store indi-
viduals’ personal information and use it without their consent. The main players
in FPIT are the following:

o [Individuals who voluntarily participate in FPIT, selling access to their per-
sonal information.

o Companies interested in collecting and processing personal information.

These players are represented in the FPIT architecture by the entity component.
Both individuals and companies can be called FPIT-users, or just users.

The resources traded in FPIT are licenses to access personal information of
individuals. This renders the task of storing, managing and retrieving personal
data a very critical operation in FPIT.

4.2.1 Personal Data Management in FPIT

In order for FPIT to work efficiently, it must contain a privacy enhanced
subsystem for the storage of the individuals’ personal data. We call this subsystem
the “Personal Data Management System” (PDMS). Due to the nature of FPIT,
the management of personal data has to meet the following requirements:

o Personal data can only be stored at the owner’s side.
o Personal data must always be accessible for licensed use.

o Information security must be ensured and information leaks should be pre-
vented.

A system that satisfies the above requirements for the management of personal
information is the Polis platform described in [56]. In Polis, for every individual
there is a personal agent, which is constantly accessible over the Internet. The
agent contains the personal information, the policies and the contracts of the
individual. Each company also has its own agent, which contacts individuals’
agents in order to retrieve (some of) their personal information. The functionality

37



4.2 Fair Personal Information Trades: Concepts and Architecture

and services of the agents in Polis can be extended by implementing appropriate
(cryptographic) protocols. We use this feature in the implementation of the FPIT
prototype.

4.2.2 FPIT-Users

Each FPIT-individual entity is characterised by its personal information and
its policies. This architecture can be expanded to contain more sophisticated
components, like a transaction logging service or a negotiation mechanism.

In order for FPIT to work efficiently, its agents need to have reliable Internet
connectivity. This requirement is straightforward for companies. As far as indi-
viduals are concerned, constant connectivity is quite common today and is soon
expected to become a given. Nevertheless, the protocol for personal information
exchange described below could be implemented in such a way, that even if the
agent of an information provider loses connectivity, there will be no monetary
loss for the companies this user interacted with.

Personal Information Representation

Personal Information traded in FPIT can be Personal Identifiable Information
(PII), like the name, phone number, address, birth date etc, as well as preference
and behavioral information of a person. In this work we examine the market for
trading PII. It is straightforward, though, to expand FPIT to deal with preference
and behavioral information as well.

Personal Information can be represented in an XML schema like the one shown
in Figure 4.1. This representation is simple and efficient enough to suit the needs
of FPIT. Personal information is organised hierarchically in a number of cate-
gories, each of which can contain appropriate subcategories. This scheme can be
expanded according to the implementation and usage needs of FPIT.

<?xml version="1.0" encoding="utf-§" 7=
- <lser Description="Personal Data">
- =Name Description="User's Name">
«Given Description="Given Name"=John</Givenx
<Family Description="Family Name"=Doe</Family>
</Name >
- =Home-Info Description="User's Home Contact Information":
- <Postal Description="Home mailing address":
<Name Description="Name on mailing address">John Doe</Name:>
«<Street Description="Home street address"=FPIT Street 10</Street>
«City Description="City">FPIT City</City>
«<StateProv Description="State or Province'>FPITia</StateProvz
<PostalCode Description="Postal Code">=11111</PostalCode>
=Organization Description="0Organization Name">FPIT</Crganization:
=Country Description="Country Name">FairInformationTradeLand</Country:
«/Postal»
«Telecom>...</Telecom>
</Home-Info>
</User=

Figure 4.1: Personal Information in FPIT
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Policies and Licenses

Policies are integral components of FPIT trades. Agent policies define whether
the agent will accept or reject a transaction request. A policy, represented in an
XML schema, contains the following fields:

e Principals: The FPIT-entities.

o Info-item: Every distinct item of an information provider’s personal infor-
mation.

e Purposes: The set of purposes that entitle principals to retrieve data. Some
indicative purposes are promotion and statistics. Further additions could
be made according to specific transaction needs.

o Usage restrictions: Additional restrictions may exist that limit access rights
to a specific number of accesses or a specific time interval, or both.

o Charge: Value and unit of payment and conditions for charging,.

Another important component/concept of this architecture is the license. A
license is used to set the rules under which a company is entitled to have access to
an individual’s personal information. Licenses play a key role in this work, since
they are the mechanism that controls personal information use and distribution.

The architecture overview of FPIT is presented in Figure 4.2.

Certification Authority
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m x/ PDMS
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FPIT exchange ——| ==

user agent user agent
FPIT exchange

company agent S S

S root cert
3| e g
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PDMS user agent

Figure 4.2: The FPIT architecture overview
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4.2.3 Payments in FPIT

The payment scheme within FPIT needs to be efficient enough to facilitate
large numbers of small amount payments, without entailing substantial transac-
tion costs. Therefore, we consider that micropayments as proposed in [123], suit
the aforementioned needs. In this section, we provide a brief description of mi-
cropayments, used in FPIT transactions. Micropayments as described by Rivest
and Shamir in [123] aim at making successive payments of small amounts of
money possible, by eliminating bank/credit card processing costs. Other interest-
ing works on the subject are [115, 104, 41, 10, 147]. As described in Section 4.2.4,
micropayments are effortlessly integrated in the Agreement and Purchase proto-
cols.

The main actors in micropayment schemes are Brokers, Vendors and Users.
A User becomes authorised to make micropayments by the Broker. A Vendor
receives micropayments from authorised users and redeems them through the
Broker. Relationships of Users and Vendors with the Broker are long term.

Payword

The micropayment scheme we use in FPIT is Payword, presented in [123]. Pay-
word is a credit-based scheme, based on chains of hash values (Paywords).
The Payword protocol is briefly described by the following steps:

1. A User creates an account with the Broker and receives a Payword
Certificate. Payword Certificates are used to verify that users are au-
thorised to create valid Payword chains and are renewed periodically
(for example monthly).

2. The first time a User interacts with a Vendor, the User computes and
signs a commitment, containing the root wy of a chain of paywords
and the Payword Certificate. A chain of paywords wy, ws, ..., wy,, is
user- and vendor-specific, i.e. it can be used for a series of transac-
tions between the user who created this chain and a specific vendor.
Additionally, the user and the vendor must share the same broker in
order for a transaction between them to be possible. A payword chain
is created by picking the last payword w, randomly and then com-
puting w,, = h(w;;1), for i = n —1,n — 2,...,0. The User sends the
commitment to the Vendor.

3. The Vendor receives the certificate and commitment from the User
and verifies their signatures. After successful verification, payments
can take place, between the User and the Vendor.
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4. Each payment from a User to a Vendor consists of a pair (wj, i), where
i € {1,2,...}, is the number of the i-th transaction. The vendor verifies
this payment by using w;_; in a single hash operation.

5. In order to redeem the payments received, the Vendor sends the Broker
the last payment received (wy, ) from each user with the corresponding
signed commitment. The Broker charges the User’s account the value
of [ coins and deposits this value into the Vendor’s account.

One of the major advantages of Payword is that the Broker does not need
to be online in order for a transaction between a User and a Vendor to take
place. This efficiency makes Payword suitable for applications, like FPIT,
that require incremental payments of small amounts.

4.2.4 Trading Process in FPIT

Locating potential personal information providers can be achieved in several
ways. The first and simplest solution is for companies to use their own clien-
tele database which would contain the agents’ contact information of the clients
that were interested in participating in personal information trades. Apart from
that, other possibilities exist, like the creation of whitepages for participating
individuals, or even participating agents’ contact information exchanges between
companies. In this work, we consider the act of locating the information provider
already accomplished and propose a protocol for the actual exchange of the per-
sonal information.

As far as pricing is concerned, i.e. the price per personal information item
access, this is set to a fixed price of one Payword coin (usually representing the
value of one cent). A pricing policy could be used in order to allow individuals
to set different prices on their information items. For example, a person’s phone
number could be more expensive than their age. Prices could also vary depending
on the time of day or the season of the year. For example, acquiring one’s phone
number to call them during the evening or holidays could be more expensive.

Description of Protocols

Once a company (information buyer) finds the contact information of an infor-
mation provider’s agent, the trading process can begin. The information trading
process in FPIT consists of two phases: The Initial Agreement phase and the
Purchase phase. These phases are described below and depicted in figure 4.3.

During the Initial Agreement phase the following actions occur:

1. The information buyer contacts the information owner, sending a message
about the kind(s) of personal information they are interested in, the period
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of time for which they are requesting access to the information and the price
they are willing to pay for it. For example, an online shop might be inter-
ested in a person’s e-mail for one year in order to send them promotional
e-mails with offers and be willing to pay one coin for each e-mail.

The information owner’s agent receives the request, checks whether it com-
plies with its policies and responds accordingly.

If the request is accepted, the information buyer agent sends the commit-
ment M, according to the Payword protocol (Section 4.2.3).

. The information owner verifies the buyer’s certificate according to the Pay-

word protocol.

If the verification is successful, a license is sent to the buyer, entitling them
to the requested access to the owner’s personal information.

After having established the initial agreement with the data owner, the data
buyer can make several purchases, according to the agreed upon license. During
a Purchase phase, the following actions take place:

1.

2.

D.

The data buyer requests a specific item of personal information.

The owner’s agent receives the request and verifies the accompanying li-
cense.

If the license is valid, an ACCEPT message is sent to the buyer’s agent
(verifying at the same time that the owner’s agent is up).

The buyer sends the payment for the requested items according to the
Payword protocol.

The owner’s agent sends the requested information.

Using this protocol companies are protected from potential malicious infor-
mation providers. The access to the personal information is not prepaid at the
Initial Agreement phase and thus, information providers cannot receive their pay-
ment and disappear. Payment occurs each time an information item is requested.
Therefore, the company can confirm that the information provider’s agent is up
before making any payments. The only way for an information provider to cheat
is to receive the coin for the particular information item requested and then dis-
appear. Even then, the gain for the information provider as well as the loss for the
company will be minuscule. Besides, the company can always revoke the stolen
Payword coin at the Broker.
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Figure 4.3: FPIT sequence diagram for transaction protocols

4.3 The FPIT Prototype

We implemented an FPIT prototype and performed proof-of-concept exper-
iments. The main objective was to become acquainted with the practical diffi-
culties intrinsic to a platform like FPIT. The prototype is implemented in Java.
We use the Bouncycastle library for the cryptographic primitives. The manage-
ment of the personal data is done with the Polis platform developed in [56]. The
Payword micropayments used in the prototype are an adaptation of the Payword
implementation in [64].

The development of the prototype proved to be straightforward. We used the
following components for the experiment: An FPIT-shop, two FPIT-individuals
and a Broker. The scenario of the experiment was that a shop named shopfpit
buys and retrieves personal information from two FPIT-individuals, alicefpit and
bobfpit. A snapshot of an agent used in FPIT is given in Figure 4.4.

First, a pairing is established between the shop and each of the individuals.
The outcome of this pairing is a digital contract between the shop and the in-
dividual. The contract defines which information items can be retrieved, under
which terms, and at what cost.

Then, each time the shop wants to retrieve personal information from an
affiliated individual, the FPIT-shop must create Payword coins or use already
existing coins, and send the coins and its request to the individual’s agent. The
agent checks the coins, checks the request and provides the requested data.

In the FPIT prototype, we employ some security measures: the communication
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Figure 4.4: FPIT agent snapshot

is performed over SSL sockets with both server and client authentication enabled.
Contracts are digitally signed by both parties. However, at this stage we did
not address malicious behavior or general fault tolerance issues. We are mainly
interested in verifying the basic operations involved in the FPIT transactions
and their efficiency. The main outcome of the experiments is that all the building
blocks of the FPIT-platform work well. This confirms that the basic functionality
of FPIT is attainable.

4.4 Discussion

We believe that Fair Personal Information Trades provides a straightforward
proposal that could constitute a regulatory solution to the large scale privacy
invasion that is currently perpetrated. More specifically:

e FPIT sets well-defined, clear rules for the proper utilization of personal
information, giving the ability to individuals to control and decide upon
how information about themselves is used.
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o It provides a legitimate and fair, yet efficient enough, way for companies to
acquire dynamic, up-to-date information, relevant to the purpose of their
intended use.

o In general, FPIT puts the idea of compensating the information owner into
practice. It ensures that individuals who provide information are fairly com-
pensated for their service, while their personal information is being pro-
tected, at least as much as it is protected currently, but most possibly even
more.

o It attempts to reduce information collecting companies’ unrestrained per-
sonal information exploitation and motivates them to behave more respon-
sibly.

o It successfully combines the use of data licenses with the ideas of informa-
tion markets and micropayments to propose a broader solution for trading
personal information.
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Chapter 5

Television Audience
Measurements: A New

Privacy-Preserving Approach
Utilizing Smart TVs

5.1 Introduction

Internet-enabled television systems (Smart TVs) are a recent development
in television and home entertainment technologies. In this work, we propose a
privacy-preserving approach for computing Television Audience Measurement rat-
ings, utilizing the capabilities of Smart TV technologies. Smart TVs communicate
over the Internet to calculate aggregate measurements, without the need for pro-
prietary hardware. Contemporary cryptographic primitives are utilized to ensure
the privacy of the individuals and the ratings’ validity. User compensation ca-
pabilities are introduced to bring some of the data processing company profits
back to the data owners. Experimental results of the Android-based prototype
implementation illustrate the feasibility of the approach.

The internetworked environment nowadays extends beyond computers, smart-
phones and tablets, including a multitude of electronic devices. Smart TVs' are
the next logical step in television technology and the term is used to describe the
integration of the Internet and Web 2.0 features into modern television sets and
set-top boxes, as well as the technological convergence between computers and
these television sets/set-top boxes. As the technology improves, many of these sets
are becoming as capable as standard computers when it comes to web browsing
and even Internet video.

'http://en.wikipedia.org/wiki/Smart_TV
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This combination of traditional TV functionality with computational and
networking capabilities, makes Smart TV technology capable of a whole new
set of applications. This constant network accessibility and elevated ability for
data collection raises increased security and privacy concerns amongst users, who
can now be monitored by multiple devices and tracked by a multitude of data
items. The ability to combine the data collected from these sources increases the
users’ concerns and enhances the need for advanced trusted computing technolo-
gies [150, 78].

Television is still nowadays one of the dominant mediums for information and
entertainment. Information about television audiences provide valuable insights
to broadcasters and the advertising industry on recent trends. Television Audience
Measurement (TAM) systems aim at calculating qualitative and quantitative TV
audience measurements.

The predominant solution for television audience measurements today is the
Nielsen People Meter!. A small representative viewer sample is selected to partic-
ipate in the measurements and specialised metering devices, are installed at the
participants’ side. The measured viewership data from the metering devices is
transferred every night directly to the company’s servers. This data is processed
and, using statistical inference, extrapolated to reflect the expected viewership
percentage for the general population. Larger participant groups are unadvisable
in this measuring scheme, due to the equipment and the participation compensa-
tion costs entailed.

The reliability of the People Meter measurements is often questioned, both
due to the possibility of an ill-selected viewer sample and statistical inference
mechanism, as well as the potential tampering of the results by the measuring
company. The company is often accused by television networks, minority groups
and even legal entities of misrepresenting minorities in their ratings.

This measurement process raises important privacy issues for the participants.
A person’s viewing record can reveal sensitive information about the person’s
preferences and habits. A privacy-preserving method for creating accountable
TAMs is needed, in order to utilize television ratings information, while protecting
the participants’ privacy.

Apart from the trust, necessary to achieve users’ participation, economic as-
pects of the IoT applications arise. User information processing can bring about
significant profits to companies, therefore the users should be able to control the
amount of the disclosed information and its uses, as well as be able to receive
some compensation for the service they offer. In the field of Television Audience
Measurements in particular, the processing of the viewership data brings about
important financial effects, e.g. determining the advertisement pricing depending

lhttp://en.wikipedia.org/wiki/People_meter
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on the popularity of the show and the earnings of the show participants.

In this work, we present PrivTAM, a system for calculating privacy-preserving
TAMs through Smart TV technology. The core of PrivTAM is a privacy-preserving
cryptographic protocol, which accepts as input the viewing records from users’
Smart TVs and performs secure multi-party computations [148, 21] to calculate
the TAMs. Additionally, functionality for the compensation of the participants
is supported.

We consider privacy-preserving television audience measurement a similar
problem to e-voting protocols, since both protocols have similar requirements
to achieve accountability and privacy goals. We present the main e-voting pro-
tocol requirements [113, 18, 87, 94, 42] and explain how these requirements are
applied in the PrivTAM case:

e Privacy - all individual viewership records must be secret. This is an im-
portant premise of this work. No entity, including the measurement service,
should be able to determine the viewership records provided by an individ-
ual.

o Completeness - all valid records must be counted correctly.
e Soundness - dishonest records cannot disrupt the measurement process.
o Unreusability - no user can submit their record more than once.

o Eligibility - only those who are allowed to participate can submit their
records.

o Verifiability - nobody can falsify the result of the TAM process and it is
possible to verify, if necessary, that the measurement result has not been
tampered.

In Sections 5.4.4 and 5.5.4 the ways the above requirements are satisfied in
the PrivTAM protocol are discussed. Additional requirements of e-voting systems
include “verifiably cast-as-intended”, which means each participant should be able
to verify their record has been accurately counted in the results. This feature is
not supported in PrivTAM, since the encrypted individual viewership records
are not published on public bulleting boards, as in e-voting protocols. Although
such a feature would be possible to be added to the PrivTAM functionality, we
consider this unnecessary (since audience measurement results are not as crucial
as election results) and is omitted for simplicity.

The computations of PrivTAM are performed between software agents, which
are located at the participants’ Smart TVs, and a Trusted Authority (TA). Each
Smart TV contains an agent which continuously collects the viewing records of
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its owners. The Trusted Authority coordinates the TAM computation, verifies
the validity of the records, collects the encrypted results and provides the com-
pensation to the participants. This process is performed using encrypted viewing
records, hence the record contents are never revealed to the Trusted Authority.

In addition to the main functionality, we created an extension to the PrivIAM
protocol, where the demographic information submitted by the participants is cer-
tified and therefore can be checked not only for the validity of its form but also for
the accountability of its content. Finally, we develop a prototype implementation
and perform experiments that confirm the feasibility of the approach.

Some of the advantages of our approach in comparison to traditional TAM
systems are:

o The privacy of participants’ viewing records and demographic information
is preserved.

o The practically unrestricted number of participants that produce the Priv-
TAM results. can lead to more reliable TAM measurements.

o Fine grained measurements are supported, which can be periodically calcu-
lated in small time intervals as well as specific one-time queries.

e The cost for conducting a TAM is reduced, since no specialised equipment is
required and only the viewers participating in a calculation are (optionally)
compensated.

o Measurements using records from any Internet-enabled broadcasting medium
(e.g. Broadcast TV, Cable TV, IPTV and Satellite TV) are supported.

Our solution requires Smart TVs to have permanent Internet access, a require-
ment which is considered reasonable nowadays. Moreover, the computational and
networking requirements of PrivI’AM can be easily fulfilled by modern embedded
Smart TV platforms.

5.2 Related Work

With the recent growth of IPTV and on demand media services, new audience
measurement schemes were proposed, mainly to support multicast media delivery,
contrary to the traditional television broadcast model [8, 149]. These audience
measurement schemes gather the viewership data either at the viewer side, using
video on demand set-top boxes, or at the network side, using the network media
delivery infrastructure (Ethernet switches / DSLAMs).

These works bear similarities to the PrivTAM approach in that they are scal-
able (i.e. a larger amount of viewers can participate compared to the People
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Meter) and measurements can be conducted periodically or on demand, with
measurement intervals defined dynamically. Additionally, in PrivTAM, as in net-
work based measurement schemes [149] no special equipment, apart from the
SmartTV is required for the measurement to take place. In set-top box based
measurement schemes [8], the media provider’s set-top boxes need to be utilized
and maintained for the measurement process. The PrivIAM scheme is mainly
concerned with real time, television broadcast measurements on Smart TVs, al-
though on demand media can also be supported.

To our knowledge this work is the first to propose a privacy-preserving scheme
for conducting scalable and accountable audience measurements. Previous works
identify the privacy issues of audience measurement schemes, but do not take
particular measures from protecting the participants’ privacy during the mea-
surement process. Additionally, the measurement results in PrivTAM can be val-
idated, making it difficult for the measuring service to tamper with the TAM
results. Moreover, the enhanced version of the protocol (Section 5.5) supports
functionalities beyond plain TAM measurements, containing additional verified
information about the participants (e.g. health or opinion data), while still pre-
serving their privacy.

The sensitivity of the viewing records is stressed by both the Video Privacy
Protection Act [136] and the Cable TV Privacy Act [135]. In general, TAMs are
products of aggregation operations and therefore our work is related to common
privacy-preserving aggregation systems. Overall, we consider that PrivIAM lies
between privacy-preserving aggregation systems and e-voting systems, offering
verifiable, privacy-preserving, aggregation functionalities. Privacy-preserving data
aggregation in people-centric urban sensing systems is discussed in [128].

The PrivTAM computation, uses encrypted viewership vectors that contain,
apart from the viewership record, demographic information about the viewer (e.g.
age group, gender) to facilitate viewership statistics. The main PrivTAM function-
ality is enhanced by incorporating modern cryptographic technologies to ensure
the accountability of encrypted demographic information contained in the view-
ership vector. The use of cryptographic primitives, including secure multi-party
computations in particular, to create privacy-preserving applications is also an-
alyzed in [61]. Additional cryptographic technologies used in this work include
anonymous credentials [31, 27], blind signatures [37, 30] and zero-knowledge pro-
tocols [69, 68].

Moreover, PrivTAM takes into account the economic aspects of privacy|[139, 2,
88, 92] and supports compensation Electronic cash services and micropayments
schemes [123, 104] facilitate user compensation functionality in online environ-
ments. Micropayment schemes have been proposed many years ago, but they have
not had the expected success and practical applicability to ensure widespread
adoption. Experts have expressed doubts as for the chances of success of micro-
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payments, due to lack of efficient implementation mechanisms as well as lack
of market adoption incentives [100, 110]. However, virtual currencies, such as
BitCoin [107], an anonymous online payment system and electronic currency, are
becoming increasingly used and accepted today, while micropayment technologies
are beginning to come back into action [145] today with the new technological
advancements and the spread of the IoT as analyzed in [141, 138].

Participating Smart TVs

TAM Service

TAM Broker

Smart TV Viewing
Agent  Records

TV Viewer
Trusted Authority

Figure 5.1: The PrivTAM architecture.

5.3 The PrivTAM System

An overview of the PrivTAM system architecture, built on top of Smart TV
technology, is shown in Figure 5.1. The main parts of the architecture are the
participating Smart TVs, the Television Audience Measurement Service (TAM
Service) and the Trusted Authority (TA). Every Smart TV contains a software
agent that collects and stores the Smart TV’s viewing records and maintains a
set of demographic data, such as gender, age and educational level of the viewers.
The agent manages the viewers’ personal data, provides controlled access to the
data, and has the ability to participate in distributed protocols and computations.

The TAM Service collects the measurements and is responsible for coordinat-
ing the distributed key generation [108] for the public-key cryptosystem between
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itself and a group of L TV agents. These L agents are chosen with a verifiable
random selection [54] and participate in both the public-key creation phase and
the result decryption phase. The selection of the set of L agents can be repeated
on a regular basis, for example every one or few days. With each execution a new
set of agents will have the responsibility of the distributed key generation process.
The verifiability of the agents’ random selection can be found in Section 5.4.3.

The TA is responsible for coordinating the PrivTAM computation process.
Time is divided into consecutive intervals, and for each interval, an aggregate
result is periodically calculated using input from the participating Smart TVs.
Many conventional TAM systems, report audience results in intervals of 15 min-
utes. PrivTAM can obtain equivalent results by using the same interval value.
The TAM Broker is used to facilitate the (optional) compensation functionality
described in Section 5.4.3.

Each Smart TV agent encrypts its viewership vector with the public-key of the
measurement and sends it to the TA. The validity of the the encrypted vector is
verified using the cryptographic protocol described in Phase 2 of Section 5.4.3. Fol-
lowing a successful verification, the TA adds this vector to the current encrypted
result of the measurement. The final encrypted TAM rating is transmitted to the
participants in the distributed key generation for decryption and next the result
is revealed to the TAM service.

Apart from the main TAM computation, performed in consecutive intervals,
the PrivTAM system can support more specific requests for TAM ratings, since
the TV agents have the full viewing records of their owners. Some examples of
such specific TAM ratings are:

o How the TAM of a channel changed at a specific point in time, e.g. when
some person (actor or politician) was screened in a TV Show.

o What channels were watched by the audiences of a particular channel after
a specific time.

o What was the health state of the viewers who watched a show. This exam-
ple requires some extra personal health information, apart from the demo-
graphic data, that is possible to be kept in the TV agent (an example of
privacy-preserving healthcare statistics can be found in [53]).

5.4 The PrivTAM Protocol

In this section, we present the main cryptographic protocol used in PrivTAM.
Communication between the entities in our protocol is performed over secure
sockets (SSL/TLS) to assure the confidentiality and the integrity of the com-
munication, but also server authentication and client authentication whenever
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applicable. During the computation the individual user’s information is not dis-
closed in any stage of the process, only the aggregate results are revealed at the
end.

5.4.1 Security Model and Privacy

We first define the security model and the degree of privacy achieved and then
proceed with the problem definition and the outline of the computation. We show
that the proposed protocol is safe in the Malicious Model, assuming that the TA
is honest but curious (HBC) and the TAM Service is the final receiver of the
TAM results (see Section 5.4.4).

Regarding privacy, there are two distinct problems that arise in the setting of
privacy-preserving computations [101]:

e The first is to decide which functions can be safely computed, where safety
means that the privacy of the participants is preserved if the result of the
computation is disclosed. We will assume that the computation outcomes
do not violate the privacy of the participating viewers and will not further
consider this problem in this work.

e The second is how to compute the results, i.e. which algorithms and proto-
cols to use, to minimize the damage to privacy. For example, it is possible to
pool all the unencrypted individual viewership vectors in one location and
run the computation algorithm on the pooled data. However, this would
compromise the privacy of the viewership vector owners.

In this work we focus on the latter problem, attempting to address the question
of how to compute the TAM ratings without gathering the viewing records in one
location, and in a way that reveals nothing but the aggregate TAM result of the
computation.

5.4.2 Problem Definition and Privacy Goals

We define the PrivITAM problem for validated, privacy-preserving TAM rat-
ings. A PrivTAM problem instance consists of:

e N Smart TVs - TV, TV,, ..., TVy and the viewing records of their own-
ers.

e The PrivITAM computation: The software agents of the Smart TVs
participate in a privacy-preserving computation.

— Input: The viewership vector of each participant.
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— Output: The aggregate TAM measurement for the participating view-
ership vectors.

We assume that one viewership vector is submitted per Smart TV. We do not
consider user identification issues amongst Smart TV users, as this is an existing
issue in TAM systems and is out of the scope of this work.

The privacy goal of PrivTAM is that no information about the viewership
record and the demographic data of any individual viewer should be disclosed,
beyond what can be inferred from the aggregate result or what is already known.

The main entities that participate in a PrivTAM computation are the view-
ers (which submit their viewership data) through their Smart TVs, the trusted
authority (TA) and the TAM service. The critical data of the computation are
the viewership records and the demographic data of the viewers. In the security
analysis of the protocol we will show that it is fairly robust: The privacy goal
is assured, on the condition that the TAM service and the trusted authority are
(at least) honest but curious, whereas there is no particular assumption on the
viewers; the protocol can handle even a number of malicious viewers, who may
try to manipulate the aggregate result.

5.4.3 Outline of the Computation

The computation consists of three main phases. In Figure 5.2, the participat-
ing entities of each phase are illustrated. The full descriptions of the three phases
are given in the following paragraphs.

o In Phase 1 a distributed key generation for a Threshold Paillier Cryptosys-
tem is performed.

o In Phase 2 the privacy-preserving TAM computation takes place.

e In Phase 3 the final encrypted TAM is forwarded for decryption and the
result is revealed.

Phase 1. During Phase 1 the TAM Service selects an L-sized subset of the N-
sized set of all the participating TV agents with a verifiably random process. An
example of a publicly verifiable random selection process is described in [54]. As
a result, L agents are randomly selected and the TAMS can prove that they are
really random agents. This technique prevents the TAM Service from making a
biased or impeachable group selection. Then, the TAM Service and the L selected
TV agents execute a cryptographic protocol for the distributed key generation of
the Threshold Paillier Cryptosystem [43]. We use the following Threshold Decryp-
tion Model, which is an adaptation of the corresponding definition in [18] to our
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TAM Service

——- Group of Agents in Phase 1 & 3
Trusted | | s Group of Agents in Phase 2
Authority

Figure 5.2: Illustration of protocol participants.

needs, so that the distributed key generation can be performed without a trusted
dealer [108]. Avoiding the need for the trusted dealer makes the PrivTAM system
more relevant for the TAM application context.

Definition 1 (Paillier Cryptosystem) The Paillier cryptosystem is a proba-
bilistic asymmetric cryptographic algorithm for public key cryptography. Its secu-
rity is implied by the Decisional Composite Residuosity Assumption (DCRA) [111].

Definition 2 (Threshold Decryption Model) In a threshold cryptosystem,
instead of merely decrypting the encrypted message, n parties P; are used with
their secret keys, so that at least t parties, where t < n, are required to decrypt
the message. The decryption process includes the following players: a combiner
(can be one of the n parties), a set of n parties P;, and users. We consider the
following scenario:

e During the initialisation phase, the parties use a distributed key generation
algorithm to create the public key PK of their private keys SK;. Next the
parties publish their verification keys VK.

e To encrypt a message, any user can run the encryption algorithm using the
public key PK.

e To decrypt a ciphertext c, ¢ is forwarded to the combiner and n parties.
Using their secret keys SK; and their verification keys V K;, each party runs
the decryption algorithm and outputs a partial decryption c; with a proof
of validity of the partial decryption proof;. Finally, the combiner uses the
combining algorithm to recover the cleartext, provided that at least t partial
decryptions are valid.
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In PrivTAM, we use the Paillier public key generated in Phase 1 for the encryption
of the viewership vectors and utilize the Pailler Cryptosystem’s homomorphic
property in Phase 2. In addition, we specify that ¢ is equal to n in our Threshold
Decryption Model, meaning that all the parties are required to decrypt a message.
Setting ¢ = n is important to ensure that the final result cannot be decrypted
without the active participation of the TAM Service. Phase 1 should be repeated
occasionally, to renew the keys and the set of L agents.

Phase 2. During this phase, the TA coordinates the measurement process, col-
lects and validates the encrypted viewership vectors of the participants. Upon
successful validation, the TA adds the submitted viewership vector to the current
TAM result, and sends the compensation to the participant.

In detail, Phase 2 begins with the TV agents that hold viewing records for
the particular time period, creating their viewership vectors (Figure 5.3). Each
such vector is submitted to the TA for validation. The validation process is based
on a zero-knowledge proof (ZKP) that an encrypted message lies in a given set
of messages [18]. This way, when encrypting a message, it is possible to append
a proof that the message lies in a public set S = {my,---,m,} of ¢ messages
without revealing any further information. This proof is described in detail in
Section 5.4.4.

Channel; Channel, Channel,,
o|0|0|0O|0O|1|0]|0 o|o|o0|0O|O|O|O|O|| - ||0O|O|0O|0O|0O|0O]|0O]|O
L I L |
| ' Age QAge |

Gender

Figure 5.3: Example of a viewership vector.

In Figure 5.3, the viewership vector for m TV channels is illustrated. The vec-
tor section for each channel consists of a number of ciphertexts, which result from
the number of demographic data items used in the vector. Every demographic
data item is respectively represented by some ciphertexts whose number depends
on the number of parts that the demographic element is divided. Additionally, in
our case the two demographic data items are used as dependent parameters, in or-
der to be able to draw conclusions about combined characteristics of the viewers
and are hence represented as one combined vector. Of course, it is possible to use
independent parameters for the demographic data items in our measurements.

In our example, the represented data items are the age group and the gender
of the viewer. The gender categories are male and female and the age groups are
“Age; < 247, “25 < Agey, < 407, “41 < Agez < 55”7 and “Agey > 55”. Conse-
quently, a combination of 8 ciphertexts is created to represent these data items.
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In order to indicate the channel the viewer was watching, the representation of
their demographic data is added to the viewership vector section for the corre-
sponding channel. For example, in our case the viewer’s gender is female, her age
is between 25 and 40 years old and she was watching C'hannel;. All the values
in the viewership vector lie in the public set S = {0, 1} and they are encrypted
using the public key that is generated in Phase 1. Every participant should prove
that their vector is valid so that the TA can avoid any malicious behavior from
them. More specifically, the participants should prove that:

1. Every ciphertext in the viewership vector should lie in the set S = {0, 1}.

2. The multiplication of the ciphertexts in every channel should lie in the set

S =1{0,1}.

3. Finally, the multiplication of all ciphertexts in the viewership vector should
be equal to “1”. This means that the participant was watching TV (i.e. is
not providing a null viewership vector).

The multiplication of the ciphertexts in the above proofs utilizes the homomorphic
property of the Paillier Cryptosystem [111]. In Table 5.1, the details of the levels
of the above proofs are illustrated. In our case, where dependent demographic
data items are used, the 2" level of proofs is redundant. However, it remains
in the protocol to cover the cases that the demographic data items are used as
independent parameters.

Table 5.1: The levels of proofs for a viewership vector.

Channely Channel, .. Channel,,
. Ciphe.rtexts of E, Fiy ... By Esy Esn ... Egs Eni Emz ... Engs
viewership vector e
15t Level Proofs P, Py ... P Py Py .. P Pni Pna ... Pus
Multiplication of d J s
ciphertexts per Ey = H Era Ey = H Esq o E, = H Emd
channel d=1 d=1 d=1
274 Tevel Proofs P Py P,
m §
Multiplication of E— E
- ch,d
all ciphertexts };[1 }:[1
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Definition 3 (Homomorphic Encryption) Homomorphic encryption [122, 63]
is a form of encryption where one can perform a specific algebraic operation on the
plaintext by performing a (possibly different) algebraic operation on the ciphertext.

The additive homomorphic encryption property of the Paillier cryptosystem means
that the multiplication of the encrypted values corresponds to the addition of the
decrypted ones. Let z; and x5 be two plain integers, x1, 2z, € Zy,,, and (n,, g) the
Paillier public key. If r; and ry are two random numbers such that r,ry € Z;‘LP,
then the encryption of message m is &(m) = ¢g™r™ mod n,?, and the Paillier
homomorphic property holds, since:

E(x1) - E(xa) = (g™ - 1") - (g™ - 137)
— g[$1+$2 mod nyp| (T1T2>np mod an (51)

= &([x1 + 22 mod ny,))

Once the viewership vector is validated by the TA, the vector is multiplied,
using the homomorphic property, with the current TAM result. More specifically,
every ciphertext of the viewership vector is multiplied with the corresponding
ciphertext of the current TAM total by taking advantage of the homomorphic
property. We assume that the TA only logs the participants in a measurement
in order to ensure unreusability of the vectors. However, even if the vectors were
stored, the TA would not be able to reveal their contents, unless all the partici-
pants of the threshold decryption are malicious and collude towards this purpose.
The final result of Phase 2 is the encrypted aggregate TAM of the particular
query, which ensures k-anonymity (see Section 5.4.4), where k = N and N is the
number of all the participants who take part in the TAM.

Payments in PrivTAM. The PrivTAM system can support functionalities for
the compensation of participants, either in the form of financial payments or in
the form of vouchers or credit. The requirement for a participant to be compen-
sated is that they provide a valid viewership vector to the computation. After
the successful verification of a participant’s viewership vector, the TA sends the
compensation to the participant.

The compensation functionality introduced in the PrivTAM system, aims at
addressing the negative externalities that arise from the exploitation of the view-
ers’ information. Audience measurements have significant economic impact on the
market and bring about important profits to the companies involved (i.e. mea-
surement, broadcasting, advertising companies). These companies profit from the
use of the viewers’ data and we believe it is appropriate that they are compen-
sated for their contribution and that the data remain under the owners’ control.
The compensation functionality offers the possibility of a fairer data exchange
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between viewers and metering companies and incentivises users to participate.
Additionally, the privacy-preserving feature of the compensation mechanism, re-
assures participants of the protection of their data and allows them to maintain
control over them. The shared data cannot be linked back to them or misused in
the future.

However, the introduction of the compensation functionality into the Priv-
TAM system can add some computational overhead, especially in the case of
financial compensation. In that case, the payment scheme within PrivTAM needs
to be efficient enough to facilitate large numbers of small amount payments, with-
out entailing substantial transaction costs. Therefore, we draw techniques along
the lines of micropayments, as proposed in [123].

The main actors in micropayment schemes are Brokers, Vendors and Users.
A User becomes authorised to make micropayments by the Broker. A Vendor
receives micropayments from authorised users and redeems them through the
Broker. Relationships of Users and Vendors with the Broker are long term. In
PrivTAM, the Smart TV owners can act as Vendors and the TA can act as a
user making micropayments. The TAM Broker is introduced in the architecture
to facilitate the payments (Figure 5.1).

An example of a micropayment scheme suitable for PrivTAM is Payword,
presented in [123]. Payword is a credit-based scheme, based on chains of hash
values (called Paywords) and the Broker does not need to be online in order for
a transaction between a User and a Vendor to take place. This fact makes Pay-
word suitable for applications, like PrivTAM, that require incremental payments
of small amount payments. Other micropayment schemes can be supported, fol-
lowing the same principles of operation.

Alternatively, non-monetary compensation, including credit that can be re-
deemed with participating companies, or even services within the SmartTV en-
vironment, can be offered to participants. Another possible disadvantage of the
compensation functionality is the cost increase for measurement companies, as
each participant receives at least a small compensation for their participation.
However, this cost could be absorbed by the companies who benefit from au-
dience measurements, e.g. broadcasting and advertising companies. Apart from
directly covering the financial cost of the participants’ compensation, these com-
panies could also supply credit or services for the measurement company to give
to the participants. The amount of compensation for each PrivITAM calculation
is fixed for simplicity, but methods for providing different pricing could be intro-
duced into the system. It is important to stress that the collected points of each
participant are not recorded in a profile by a centralised service, but are kept at
the participant’s side.

Phase 3. In Phase 3, the final encrypted result of Phase 2 is forwarded to the
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L selected TV agents of Phase 1 and the TAM Service. The L agents perform
partial decryptions and send the results to the TAM Service which acts as the
final participant and combiner of the threshold decryption. This way, only the
TAM Service can see the final result of the calculation, which is acceptable if the
TAM Service is considered honest and reports accurately the decrypted result. In
order for the PrivTAM calculation to be protected from inaccurate reporting of
the results from the TAM Service, a verification mechanism can be introduced to
validate the announced results. This verification could be accomplished by using
multiple combiners in the threshold decryption, to confirm the announced results
from the TAM Service.

5.4.4 Security Discussion

In this section, we will show that the proposed protocol fulfills the require-
ments of the basic PrivTAM problem described in the introduction, i.e. privacy,
completeness, soundness, unreusability, eligibility, and verifiability. The security
model holds for Malicious viewers, with the assumption that the TA and the TAM
Service are honest but curious, that these entities do not collude, and that the
TAM Service is the final recipient of TAM results. Malicious viewers can submit
any value as input to the computation or even abandon the protocol at any step.
A definition of the Malicious Model is given in [91] and a more detailed descrip-
tion in [67]. An honest but curious party (adversary) [3] follows the prescribed
protocol properly, but may keep intermediate computation results, e.g. messages
exchanged, and try to deduce additional information from them other than the
protocol result.

Some basic facts about the protocol are: The viewership vectors submitted
by the TV agents is encrypted with the Paillier cryptosystem [111], which offers
Semantic Security [70], that is, it is infeasible for a computationally bounded
adversary to derive significant information about a message (plaintext) when
given only its ciphertext and the corresponding public encryption key. More de-
tails about the semantic security of the Paillier scheme (known and as Decisional
Composite Residuosity Assumption (DCRA)) can be found in [111].

Another fact is that the final TAM result is obtained from the encrypted
aggregate result using a Threshold Pailler cryptosystem. A security analysis of
the Threshold Version of the Paillier Cryptosystem is given in [108]. The Thresh-
old Paillier cryptosystem and its homomorphic property ensure that the viewing
records are never disclosed and cannot be associated with any particular partici-
pant.

Finally, the validity of each viewership vector is proven by a zero-knowledge
proof, which does not leak any information about the actual value of the view-
ership data beyond the fact that the vector is valid. In particular, the following
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zero-knowledge proof is used in the validation process in Phase 2. The security
analysis of this zero-knowledge proof is given in [18].

Zero-Knowledge Proof that an encrypted message lies in a given set of
messages [18]. Let n, be a (-bit RSA modulus, 8§ = {m,...,m,} a public set
of ¢ messages, and ¢ = ¢g™ir™ mod nf) an encryption of m; where 7 is secret. In
the protocol, the prover P convinces the verifier V' that ¢ encrypts a message in

S.

1. P picks at random p in Z;, . He randomly picks g — 1 values {e;}; in Z,,
and ¢ — 1 values {v;};»; in Z;, . Then, he computes u; = p™ mod n; and
{u; = v;"(g™ /c)% mod nf,}j#. Finally, he sends {u;};e1,..q to V.

2. V chooses a random challenge e in [0, A[ and sends it to P.

3. P computes ¢; = e — 3, e; mod n, and v; = preigle 25z mod n,
and sends {v;,e;}ieq1,..q to V.

4.V checks that e = 3~ e; mod n, and that v = u;(c/g™)* mod n for
each j € {1,...,q}.

We note that r is the random number which was used for the encryption of
message m; and a + b is the quotient in the division of a by b. According to
Theorem 2 of [18], it holds that T iterations of the above protocol is a perfect
zero-knowledge proof (against an honest verifier) that the decryption of ¢ is a
member of §, for any non-zero parameters A and T such that 1/A” is negligible.

Based on the above facts we can show that the protocol preserves the privacy
of each viewership vector by satisfying the privacy criterion of k-anonymity.

Definition 4 (k-anonymity) An simple definition of k-anonymity [38] in the
context of this work is that no less than k individual users can be associated with
a particular personal viewing record.

In other words, in PrivTAM, unless some background information on the
viewership information is available, an adversary cannot associate less than N
viewers with any particular vector. This means that N-anonymity is assured for
the viewers.

A summary of the critical data items and the main entities of the basic Priv-
TAM protocol is presented in Table 5.2. In the table, the scope of each data
item within the set of entities is presented. For example, the plain form of the
viewership vector is not visible to any of the entities of the protocol.
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Table 5.2: The scope (columns) of the data items (rows).

Data items Participants
TAM Service TA TV agents
All L-selected

TV agents’ viewership vector

Plain form X X X X

Encrypted form X v 1) X X
TAM result

Plain form v (2 X X X

Encrypted form v (3) v (4 X v (5)

We are now ready to shown the main security features of the basic PrivTAM
protocol. In general, the security features are inherited from the well known cryp-
tographic primitives that are used in the protocol and we do not have to resort
to formal methods and proofs [16].

e The TA cannot obtain information about the contents of the viewership
vector (v/(1)) and the encrypted TAM result (v/(4)), since the ciphertexts
are encrypted with the Paillier encryption.

If for example, the TA stores a viewership vector (v/(1)), its contents can-
not be revealed unless all the participants in the threshold decryption (the
L viewers and the TAM service) are malicious and collude towards this
purpose.

e None of the viewers can manipulate the aggregate result, thanks to the
viewership vector validation process (v'(1)).

o None of L selected TV agents can obtain information about the content of
the final TAM result (v/(5)), since the collaboration of all of them and the
TAM Service is required to reveal the TAM result in plain form.

e« The TAM Service can obtain the content of the encrypted TAM result
(V/(3)) if and only all L agents send their partial decrypted results to it. The
privacy of the viewers is preserved even if any number of the the L agents is
malicious. However, if one or more of the L. agents are malicious or simply
fail, then the decryption of the aggregate result may not be completed. In
this case, the computation of the TAM measurement has to be repeated
with a fresh set of L agents for the threshold cryptosystem.

« At the end of the protocol, only the aggregate TAM result (v/(9)) is revealed.
Consequently, no viewer or strict subset of viewers can be associated with
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any particular viewership vector, unless additional background information
is given. That is, the protocol offers k-anonymity for £ = N, against any
external adversary, where NN is the number of all the participants who take
part in the measurement.

« The protocol is robust against malicious viewers. No viewer can manipulate
the aggregate result or neither violate the privacy of other viewers. This
holds even for large number of malicious users. If for example ¢ malicious
viewers participate in a computation, the protocol assures N — ¢ anonymity
for the legitimate viewers, even if all the malicious users collaborate.

o If necessary, one may extend the protocol with additional features. For
example, if the PrivITAM computation should be protected from inaccurate
result (v/(2)) reporting from the TAM Service, then multiple combiners could
be introduced in Phase 3, in order to confirm the announced results.

5.5 Enhancement with Certified Demographic
Data

In this section, we show how the described PrivIAM protocol could be en-
hanced to support privacy-preserving certified demographic data (Figure 5.4).
This functionality is important for our protocol because we want the generated
TAMs to provide certified aggregate demographic data. To achieve this goal, we
utilize advanced cryptographic techniques, namely anonymous credentials [31],
blind signatures [37, 30] and zero-knowledge protocols [69, 68].

Definition 5 (Anonymous credentials) Anonymous credentials [31] allow users
to prove possession of credentials without revealing any other information about
themselves; when such a proof is carried out, it cannot be linked to previous uses
of the same credential, or to any other identifying information about the user.
Additionally, they give the users the ability to privately obtain credentials.

Definition 6 (Blind Signature) A blind signature [37, 30] is a form of digital
signature in which the content of a message is disquised (blinded) before it is
signed. The resulting blind signature can be publicly verified against the original,
unblinded message in the manner of a reqular digital signature.

To support this new functionality in our proposed architecture (Figure 5.1) a
new honest but curious authority needs to be added, the Certification Authority
for Demographic Data (CAy), which is responsible to validate and sign the viewers’
demographic data. Additionally, the existing Trusted Authority (TA) needs to be
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demographic data.

enriched to support functionalities such as to validate the certified demographic
data. These new features can be divided in three main parts:

1. Creation of the certified demographic mask vector. This first part consists

from the protocol where the viewer proves (with anonymous credentials) to
the CA, the validity of their demographic data. If the proof is successful
then a new protocol begins, wherein the viewer proves to the CA, that the
provided encrypted demographic vector corresponds to the viewer’s proven
demographic data. Finally, if this proof is successful, the CA, signs (using
a blind signature scheme [37, 30]) the encrypted demographic mask vector.

Modifications in Phase 2. This part consists of a modified protocol that
is described in Phase 2 of Section 5.4.3. In this modified protocol, the TA
validates the signature of the demographic mask vector and multiplies it
with the viewership vector per channel. To support this functionality, the
formatting of the viewership vector is altered compared to the previous
protocol in Phase 2.
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3. Certified demographic mask vector renewal. Finally, the last part consists of
the protocol where the viewer proves to the CA, that a new encrypted de-
mographic mask vector (using the changed public key for the computation)
encrypts the same demographic data with the previous signed one.

The full descriptions of these three parts are given in the following subsections.

5.5.1 Creation of the Certified Demographic Mask Vector

The creation of a new certified demographic mask vector is a process that
requires two main steps:

o The first step is for the viewer to prove to the CA,, using anonymous
credentials, the validity of their demographic data, i.e. that she is a female
at an age between 25 and 40 years old.

e The second step is to prove to the CAy that the encrypted demographic
mask vector, which the viewer has prepared with the current Paillier public
key, encrypts the same demographic data. If the proof is successful, the CA,4
will sign the demographic vector of the viewer. This has to be achieved with-
out revealing the final encrypted demographic vector that will be provided
by the viewer to the TA.

In more details, in the first step the viewer should prove their attributes to
the CA4 and the CA, should have the capability to identify a demographic mask
vector has been signed before for this viewer. This is required because every
viewer should have only one valid demographic mask vector at each moment in
time. The proven viewer attributes could be, the gender (male or female), the age
group (< 24, 25 —40, 41 — 55 or > 55) and educational level of the viewer. If this
process is successful then the second step begins.

Demographic Mask Vector

HASH -1]-1(-1|-1|-2({0|-1|-1|| UUID

]
Hashin Unique
of Ieftg 1 dAge Q Age | iden(tqiﬁer
attributes Gender of vector

Figure 5.5: Example of a demographic mask vector.

In the second step, the demographic mask vector is generated by using the
viewer’s demographic data. This demographic mask vector, as is shown in Fig-
ure 5.5, consists for three parts. The first part of left, the UUID, is a random
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ID (a nonce, i.e. a number used once) and is representative of the demographic
vector. For this reason, we use a universally unique identifier (UUID) where the
probability of collisions is practically negligible. The central part is the encrypted
representation of demographic data where the number “0” corresponds to the
viewer’s demographic data and the number “-1” corresponds to the opposite. In
Section 5.5.2, it is shown why this form (0 and -1) is required. For example, in our
case the demographic vector in Figure 5.5 shows that the gender is female and
the age is between 25 and 40 years old. The last part on the left, the HASH, is a
hashing of the encrypted representation of demographic data and the UUID. The
cryptographic hash function that used for this purpose is the SHA-2 (SHA-256
or SHA-512). The protocol that is running between the viewer and the CA is:

1. The viewer generates D demographic mask vectors. Each of them has differ-
ent UUID and ciphertexts that encrypt the same data. Consequently, the
HASH value is also different for every vector.

2. For every demographic vector, the viewer blinds the HASH & by using blind
RSA signature scheme. We suppose the CA; has RSA key pair where the
public key of the modulus n, and the public exponent e and the private key
consists of the modulus n, and the private exponent d. The blinded HASH
h’ is calculated by using a blinding factor ¢ mod n, as:

h' = hr® mod n, (5.2)

where r is a random value, such that r is relatively prime to n, (i.e. ged(r,n,.) =
1). After that, the viewer only sends to CA, the D blinded hashes A'.

3. The CA, randomly selects D —1 blinded hashes A’ and asks from the viewer
to send all the required values with the purpose to regenerate the selected
blinded hashes.

4. The viewer sends to the CA, the values: the UUIDs, the random numbers
of the encrypted demographic data and the random values r of the blinding

factors.

5. If the CA, successfully regenerates the D — 1 blinded hashes A’ then the
blinded signature s’ of unrevealed blinded hash is calculated as:

s = (h')* mod n, (5.3)

and sent to the viewer.
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6. Finally, the viewer removes the blinding factor to reveal s as:

s = s'r~' mod n, (5.4)
where the signature s is now valid for the hash h and as a result for the
demographic mask vector.

5.5.2 Modified Phase 2 with Certified Demographic Data

To support the added functionality for the certified demographic mask vectors
of viewers, modifications need to be made to Phase 2. The changes that are
required do not notably alter the main aspects of the computational task of the
existing process. The form of the viewership vector is altered, such that all the
values in the vector that do not represent the viewer’s demographic data are 1,
whereas the value in the vector representing the viewer’s demographic data is 1
for the channel the viewer is watching and 0 for the rest of the channels. This
new form is shown in Figure 5.6 as viewership vector. The TA performs the next
two simple steps:

o First, the TA generates and checks if the hashing of the UUID and the
ciphertexts of the demographic data is equal with the hash of the demo-
graphic mask vector.

o Second, the TA checks if the hash h is equal to h = s mod n,.. This shows
that the signature is valid.

The UUID is used by the TA to identify the demographic vector and it is si-
multaneously used for the authentication of the TV agent to verify that the viewer
has not taken part again in the current TAM. After the successful validation of
the demographic mask vector, the viewer should prove to the TA that:

1. Every ciphertext in the viewership vector lies in the set S = {0, 1}.

2. Next, the TA multiplies every channel of the viewership vector with the
certified demographic mask vector, as is shown in Figure 5.6, and the prod-
uct is the validated viewership vector. So, every ciphertext in the validated
viewership vector should also lie in the set S = {0, 1}.

3. The multiplication of the ciphertexts in every channel of the validated view-
ership vector should lie in the set S = {0, 1}.

4. Finally, the multiplication of all ciphertexts in the validated viewership
vector should equal to “1”. This means that the viewership data are not
null.
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Figure 5.6: Example of the modified viewership vector.

5.5.3 Certified Demographic Mask Vector Renewal

In this section, we suggest a method to renew the certified demographic mask
vector that is easier and more efficient than the creation phase described in Sec-
tion 5.5.1 This process requires that there is an existing certified demographic
mask vector. The renew process is necessary to be repeated whenever the Pail-
lier keys are changed for the measurement process of TAMs. The steps that the
viewers should follow to renew their certified demographic mask vectors are:

1. The viewer creates a new demographic mask vector that consists from the
UUID of the old mask vector, the demographic data encrypted with the
new Paillier public key and a new hashing of the previous demographic
data. This new demographic vector and the previous certified one are sent
to CAd

2. A zero-knowledge proof of equality of plaintexts [18] begins between the
viewer and the CA,, that will prove to the CAy that the two encrypted
demographic data are equal without revealing anything about the plaintext
of the demographic data. This proof is described in detail in Section 5.5.4.

3. If this verification process is successful, the CAy will check that the UUID
of the new demographic mask vector is the same as the old one and that
the hashing is correct, and then it will sign the hash h with the RSA private
key d as follows: s = h¢ mod n,.

This proposed demographic mask vector renewal process does not need to use

blind signatures (like the creation process) because we do not have linkability
between the two certification processes.
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5.5.4 Security Discussion for the enhanced PrivTAM pro-
tocol

We will show that the enhanced protocol fulfills the requirement for certified
demographic data of the viewers in addition to the features of the basic PrivTAM
protocol. The critical data of the computation are again the viewership records
and the demographic data of the viewers, but there is an additional entity and
the protocol makes use of extra cryptographic tools with respect to the basic
protocol. In particular, the entities of the enhanced protocol are the viewers, the
TA, the TAM service, and the certification authority for the demographic data
(CAy,). Moreover, the enhanced protocol presupposes the use of an anonymous
credentials infrastructure. The same security model assumptions hold for the TA
(HBC), the TAM service (HBC) and the viewers (can be malicious). The new
entity CAy is also assumed to be HBC.

All the facts of the basic protocol hold for the enhanced protocol too. In addi-
tion, in the enhanced protocol a malicious user cannot misreport its demographic
data. Anonymoys credentials, blind signatures and zero knowledge proofs are
used to assure that only the right (i.e. corresponding to the right demographic
data class) cells of the viewership vector can contain non-zero values. Finally,
the privacy of the viewers is preserved also in the renewal process, because the
CA, cannot see the unique UUID of the demographic mask vectors. Thus, the
CA, entity cannot threaten the privacy of the viewers, even if it would conspire
with the TA. The additional cryptographic tools are anonymous credentials [31]
and blind signatures [37, 30], with security proofs given in [15] and [83], respec-
tively. Finally, the description of the zero-knowledge proof for the equality of two
plaintexts is given below, whereas its security analysis can be found in [18].

Zero-Knowledge Proof of equality of plaintexts [18]. Let n,,,...,n,, be
w ¢-bit RSA modulus. Given w encryptions ¢; = g;”r;"% mod nﬁj under the

assumption that the decryptions of the ¢; lie in an interval [0, 2*[, the prover P
convinces the verifier V' that the ¢;’s encrypt the same message m.

1. P picks at random p € [0,2‘] and s; € Z,, for each j € {1,...,w}. Then

he computes u; = g;”s;"* mod nf)j and commits the u;.
2. V chooses a random challenge e in [0, A[ and sends it to P.

3. P computes z = p+me and v; = s;r;° mod n,, and sends z and the v; for
each j € {1,...,w}.

4. V checks that z € [0,2¢] and that g;*v;"% = w;c;¢ mod n, for each j €
{1,...,w}.
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According to Theorem 3 of [18], it holds that T iterations of the above protocol is
a statistical zero-knowledge proof of membership (against an honest verifier) that

data {ci,...,c,} encrypt the same A\-bit message, for any non-zero parameters
A, T and X such that 1/AT and 2*~‘A are negligible.

Table 5.3: The scope (columns) of the extra data items (rows) in Section 5.5.

Data items Participants

TAM Service CAy TA TV agents
All L-selected

Viewer demographic data

Anonymous demographic data X v (6) X X X
Demographic mask vector
— Creation process X X X X X
— Modified Phase 2 X X v () X X
— Renewal process X v (8) X X X

The main extra security features of the enhanced protocol with respect to the
basic protocol are (Table 5.3) are:

The CAq4 cannot link the credentials (v/(5)) of a user with a particular de-
mographic mask vector (v/(7y or (v/(s)), since the CA,; gets access and signs
only the blinded hash A’ of the demographic mask vector.

The digital signature s of the demographic mask vector (v (7)) is not linkable
with its blinded version s’. Thus, the demographic mask vector cannot be
linked to the demographic data even if the TA would collaborate with the
CA,.

The modified version of Phase 2 (Section 5.5.2) ensures that the validated
viewership vector contains certified demographic data and the final aggre-
gate TAM result is also certified with respect to the demographic data.

The usage of the certified demographic mask vectors (v/(7)) in Phase 2 does
not leak any information about the participating users.

After the renewal process of an already certified demographic mask vector
(V/(7)), the CA4 is unable to link the new demographic mask vector with the
demographic data of the viewer. Although, the current and the new demo-
graphic vectors are linked (v/(7) and v/(g)), no information is leaked about
the demographic data of the viewers. This fact preserves the unlinkability
between the demographic data (v/(s)) and the encrypted demographic mask
vector.
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5.6 Experimental Evaluation

To evaluate our approach, we initially developed a PrivTAM prototype that
implements the main privacy-preserving protocol for calculating a TAM. Fur-
thermore, we performed a series of experiments to evaluate the computational
requirements of a TA server. Additionally, basic implementations for the compo-
nents and functionality for the enhancements proposed in Section 5.5 have been
developed, namely for blind signatures, zero knowledge proofs, anonymous cre-
dentials and micropayments and preliminary results indicate the feasibility of the
approach.

5.6.1 The PrivTAM prototype

The PrivTAM prototype can be separated into two main parts, the first being
the application on the Smart TVs and the second the application on the TA. The
Smart TV application is implemented using the Google TV platform® and the
Java for Android SDK. Using other Smart TV platforms, it also possible since
the only requirement is for the platform to support operations with big integers.
The application on the TA is also implemented in Java. Both applications use the
cryptographic primitives of the Paillier Threshold Encryption Toolbox [137]. In
this library, a centralised mechanism (with a trusted dealer) for threshold key gen-
eration [43] is implemented, instead of a distributed Paillier key generation [108].
In our view, this is enough for this prototype implementation. The TV agents
use production-ready cryptographic libraries and employ 1024 bits RSA X.509
certificates.

We performed an experiment of the PrivTAM calculation, where 6 TV agents,
the TA and the TAM Service participated and four channels exist. Each agent
generated random values for the submitted viewership vector, as well as for the
gender and the age of the viewer. Initially, the TAM Service randomly chooses
two of the participating TV agents (L = 2), TV Agent, and T'V Agents, for the
first phase of the protocol. Therefore, the final encrypted measurement will be
decrypted by TV Agenty, TV Agents and the TAM Service (n, t = 3 parties).

Next, each TV agent encrypts the viewership vector and transmits it to the TA
for validity check. This process in our experiments takes less than 8 seconds. Once
the viewership vector is checked, the TA multiplies it with the current encrypted
TAM result. In Table 5.4 the values used to create the viewership vector of each
agent are shown, along with the resulting current encrypted measurement after
the submitted viewership vector is calculated by the TA.

At the end of the computation, the TA sends the encrypted results to TV Agents,

http://www.google.com/tv/
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Table 5.4: Example of a PrivTAM.

TV Agents Values

Current Encrypted TAM

Agent Channel Gender Age Channely Channel, Channels Channely
TV Agenty Channels Male 23 0000 0000 0000 0000 1000 0000 0000 0000
TV Agentg Channely Female 45 0000 0010 0000 0000 1000 0000 0000 0000
TV Agent, Channely Male 32 0100 0010 0000 0000 1000 0000 0000 0000
TV Agenty Channely Female 29 0100 0010 0000 0000 1000 0000 0000 0100
TV Agents Channels Female 53 0100 0010 0000 0000 1000 0010 0000 0100
TV Agents Channels Female 22 0100 0010 0000 0000 1000 1010 0000 0100

TV Agents and the TAM Service. The TAM Service collects the partial decryp-
tion results from TV Agent, and TV Agents, and combines the partial decryption
results. The decrypted TAM result is shown in the last row of Table 5.4, where
Channels has the highest audience (50%) and the 66.6% of the viewers were
women. A snapshot of the application during the execution of the experiment is
shown in Figure 5.7.

e N

PrivTAM

Make your selections:
Channel: Channel3 4Gender:  Female 4Age:  Less24

Trusted Authority: 83.212.134.89 Send

Logs:

19:26:15 Initiating TAM submission process ...
19:26:16 Sending encrypted viewership vector ...
19:26:18 ZKP Step 1: Sending proofs ...

19:26:18 ZKP Step 2: Receiving random challenges ...
19:26:19 ZKP Step 3: Sending response ...

19:26:22 ZKP Step 4: Successful verification!
19:26:23 Received compensation.

v O =

Figure 5.7: A snapshot of the T'V Agents.
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5.6.2 Computational performance evaluation

To evaluate the computational requirements for a TA Server of the PrivTAM
system, we performed a series of experiments where we calculated the overall
execution time on the server for different number of clients and the execution
time per client for different number of threads on the server. In this series of
experiments, we used as parameters 4 TV channels with 4 age groups and 2
gender categories. For our experiments, we used a simple workstation with a
CPU Intel Core i5 750 (4 cores) at 2.67 GHz and 4 GB RAM as the TA Server.
The clients were simultaneously executed in a HP Proliant DL370 G6 server with
two CPU Intel Xeon X5650 (6 cores) at 2.67 GHz and 24 GB RAM. The server
and the clients were implemented in Java and were running in 64-bit and 32-bit
Java VMs. The encryption of the viewership vectors and the creation of proofs
are offline processes and they are not included in the execution times.

In Figure 5.8, the overall execution times of the verification process at the
TA for different number of viewers are shown. From this graph, we can see that
the execution time is linear relative to the number of viewers that take part
simultaneously in the computation. Additionally, as shown in the graph, the 64-
bit Java was faster than the 32-bit Java and the execution time was almost four
times lower.

Furthermore, the execution times per client for a different number of threads
on the server are shown in Figure 5.9. As shown in the graph when the number of
threads on the server is greater than the number of cores, the execution time is
almost equal to 728 msec and 2970 msec for 64-bit and 32-bit Java, respectively.
This happens because the server takes advantage of 100% of CPU usage. Thus,
if we want to calculate a TAM (with the same parameters as in this experiment)
within 10 minutes and if we have 20,000 participants with 64-bit Java, then 24
workstations are required to achieve this goal.

The proposed architecture of the PrivTAM system does not require any dedi-
cated hardware to be installed and managed at the viewers’ side. Therefore, the
cost of maintaining such a system is expected to be lower than the current prac-
tice. Both solutions include a server that conducts the measurement computation,
but the cost of supplying and maintaining a dedicated metering device for each
of the participants in the case of the People Meter increases significantly the cost
of the system operation. In the case of PrivTAM deployment is easier, as users
only need to activate the PrivTAM application on their SmartTV, no dedicated
equipment needs to be installed at the participants’ side for the measurement
to take place. Additionally, the PrivTAM solution is scalable, supporting much
larger numbers of participants, only adding cost to the processing power of the
server, while the metering device solution increases the operation costs for each
additional participant.
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Figure 5.9: Execution times per client for different number of threads on server.

Furthermore, we investigated which step of the verification process is more
computationally expensive for the server and the clients. For this purpose we
used Java profiling techniques and particularly the tool VisualVM. From this
analysis, we found that for server more than 90% of the execution time is used
by the 4™ step (proof in Section 5.4.4) of the vector validation process. The
same happens at the viewers’ side for the offline process where the encryption of
viewership vector and the creation of proofs (1% step of the proof in Section 5.4.4)

take place.

5



5.7 Discussion

5.7 Discussion

The introduction of Internet connectivity and computation capabilities to con-
temporary television systems, opens the possibility of conducting TAM measure-
ments using larger samples of viewers. In this work we propose a new approach for
computing privacy-preserving TAMs and test the applicability of the proposed
solution.

Enhancements to the initial measurement protocol offer accountability for
the participants’ demographic data, leading to more reliable TAM ratings. The
accuracy and trustworthiness of the produced results act as strong incentives for
TAM Services to adopt the PrivTAM system.

From the viewers’ perspective, PrivTAM offers the privacy assurance necessary
for them to participate in a TAM system, while fair compensation can be offered
for their participation, returning some of the economic benefits of TAMs back to
the viewer.

Furthermore, PrivITAM can support on demand alternative kinds of TAM
measurements, providing interesting information about audiences to the TV in-
dustry. These results are achieved without using any specialised equipment and
can take into account data from multiple broadcast sources. Overall, we believe
this is an interesting approach, which, using contemporary cryptographic tools,
achieves reliable TAM ratings, while protecting the viewers’ privacy.

A future direction for the PrivTAM approach would be to investigate the pos-
sibility to use a decentralised architecture, such as a peer-to-peer topology, where
the TV agents would self-organise, compute amongst themselves and validate the
correctness of the TAM result. In this case, a TA would not be required. Finally,
an interesting extension of the PrivTAM would be to support polls where viewers
could express their opinions about current social or political issues.
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Chapter 6

A Personal Data Management
Portfolio for Privacy-preserving
Consumer Data Utilization

6.1 Introduction

During electronic and physical transactions today, users are required to pro-
vide their personal information, without being offered the option to carry on
with their purchase anonymously. In most e-purchases customers are requested
to register, creating a profile with the company, upon which they have little or
no control. Even with physical transactions, it is often required that customers
register their information with the shop in order to complete a purchase. Some
shops offer membership cards that entitle customers to member privileges and
offers. These shopping profiles provide valuable information to interested parties,
but can be a significant source of private information leaks.

Processing of consumer data is a popular method of extracting valuable infor-
mation to serve commercial interests. Patterns of consumer behavior and habits
can provide valuable insights to companies on how to promote their products and
handle their customer relationships. Loyalty cards are a common way for compa-
nies to acquire customer transaction data in exchange for personalised prices and
offers. These profiles often contain customer Personal Identifiable Information
(PII), such as their name, address, zip code and phone number and can be used
to extract sensitive information about a person’s attributes, habits and beliefs.

In this work we propose that individuals store and manage their transaction
data in a personal portfolio, which remains under their control. A searchable en-
crypted version of the transaction data, contained in the Portfolio, is outsourced
to an external cloud storage server, providing controlled access to accountable
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Portfolio data for interested data consumers in a privacy-preserving way. The
proposed solution offers a new paradigm regarding transaction data management
systems compared to the existing practice, offering enhanced utilization capabili-
ties and accountability assurances for the transaction data, while the data owners
retain control of their information

Giving control of the data back to the user raises accountability issues on the
accuracy of the data the user reveals to the data consumer. Users should not be
able include false information in their profiles to deceive data consumers. By com-
bining contemporary advanced cryptographic techniques to create appropriate
transaction protocols, the proposed system provides information accountability
while preserving the owner’s privacy. The Portfolio functionality is supported by
an agent-based system where software agents representing users exchange Port-
folio information according to the users’ preferences.

Apart from keeping consumer profiles, the Portfolio approach can be also be
used in other applications, such as tax records, health records, biographic or even
opinion records for statistics and polls. Although each application entails different
challenges and requirements, the general requirements remain unchanged:

o Protecting the individual’s private information.

» Providing an efficient and reliable method of accessing the Portfolio data
for legitimate users.

o Offering data accountability, protecting data processing entities from ill
behaving and malicious users.

In this work we utilize contemporary advanced cryptographic techniques to
propose a personal data Portfolio that is used for the benefit of the individual.
The proposed idea can be implemented using existing hardware and technolo-
gies, leading to applications that can enhance user privacy protection in everyday
practice. This work, which is a follow up work of [132], significantly extends and
improves the construction of the Portfolio and updates the incorporated crypto-
graphic building blocks with more recent developments from the field of searchable
encryption. The resulting new architecture is more concise and the corresponding
protocols that achieve the desired functionality and attributes are more straight-
forward.

6.2 Portfolio Concepts and Architecture

The main idea of the Portfolio approach is the following: A wuser’s Portfolio
contains the user’s transaction history. The Portfolio is stored at the owner’s
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side and a searchable encrypted version of the Portfolio transaction dataset is
outsourced to an external cloud storage server, to support access to its contents
under well-defined rules.

The focus of this work is primarily on privacy-preserving transaction data
management, however some identity management issues also arise. Although in-
dividuals use anonymous credentials to perform their transactions, it is possible
to support the storage of some of the individual’s PII in the Portfolio as well.
Depending on the application, this information can be used to share some demo-
graphic information along with the transaction data (e.g. age group, gender).

Identity
Provider

B:m Local
Portfolio

store retrleve
data data

data retrieval
transact/on authorization

<

Company /
Data Consumer

Retailer / Individual /Consumer
Service Provider

store encrypted
transaction data data

retrieval

Portfolio Cloud
Server

Figure 6.1: The Portfolio architecture

The entities that interact in the Portfolio system are the following:

e The individual, or user, who owns a Portfolio and acts as a customer during
transactions.

o Retailers and service providers that the individuals perform transactions
with, e.g. super markets and e-shops.
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o A cloud storage service that supports online storage of the encrypted Port-
folio transaction dataset.

o Companies that act as data consumers and cloud service clients, interested
in acquiring data from a users’ Portfolios.

o An identity provider that issues credentials to the Portfolio users.

The identity provider is considered a trusted third party. The cloud storage server
is a semi-trusted server which acts as honest-but-curious, and additionally does
not collude with clients. Software agents, i.e. software that acts on behalf of
the user, manage the Portfolios. This means that they act as always-on local
services which represent the users and allow for the communications and the
data exchanges between the participants.

Naturally, a retailer can also be a data consumer, interested in acquiring access
to Portfolio data either to provide personalised services and offers to customers
or to analyze consumers’ behavior to determine correlations between products
and adapt its marketing strategies accordingly. Nevertheless, in the general Port-
folio architecture, the retailer and the data consumer are represented as different
entities. There can be retailers that are not interested in consumer data pro-
cessing, however consumers would still import their transactions with them into
their Portfolio. Additionally, there can be data processing companies that do not
perform any transactions directly with the individuals and are only interested in
transaction data mining.

The critical resource within the Portfolio system is the transaction (T;) be-
tween an individual and a retailer, which is stored into the individual’s Portfolio,
where i is the transaction identifier in the Portfolio database. The transaction (T})
also constitutes the system’s information unit. An individual’s Portfolio contains
and manages a set of transactions and a transaction is the smallest unit of of
information exchanged between the Portfolio and an authorised data consumer.

The Portfolio system architecture is presented in Fig. 7.1, where the Port-
folio entities and their interactions are illustrated. The two main operations of
the Portfolio are data insertion during new transactions and data retrieval by
data consumers. Transaction data is created during new transactions between a
retailer and a customer, and is stored into the customer’s Portfolio. Transaction
data is retrieved by a data consumer agent from an individual’s Portfolio cloud
storage service. These operations and their protocols are described and analyzed
in Section 6.4.3.

30



Chapter 6: A Portfolio for Consumer Data Management

6.2.1 Portfolio Use Case

In this section, we describe a Portfolio use case to better illustrate its possible
uses and explain its intended functionality. In general, many similar scenarios can
be supported, concerning different domains and applications.

Suppose an individual is interested in purchasing some items from an online
retailer, for example groceries. Depending on the prospective customer’s consumer
profile, the retailer will make an offer, in order to attract the customer’s business.
To do so, the retailer will want to access the customer’s purchase history, to
establish the amount of product the customer buys per month or year and the
items the customer usually buys along with groceries.

In today’s practice, this kind of information about the customer is gathered by
the retailer’s profiling process. Customers register with the retailer and profiles are
maintained and stored at the retailer’s side, containing the customers’ purchase
history, along with their personal identifiable information (such as phone number,
address, etc).

This practice has some important drawbacks, both regarding the consumer’s
privacy, and the retailer’s ability to make accurate personalised offers. First, the
profile’s protection becomes the retailer’s responsibility, which is a financial bur-
den. Additionally, even if the retailer means well, data leaks can occur and if
revealed, the retailer’s reputation is severely affected. From the consumer’s side,
the profile data are offered to the retailer virtually condition-free and the ways
they are used are unknown to their owner, unless some major leak is revealed and
the consequences become apparent (identity theft, credit card theft, etc.). Apart
from these drawbacks, today’s customer profiles have another important limita-
tion. They only contain information on the customer’s purchase habits with the
particular retailer. The consumer may have a broader purchase profile that could
be utilized for the customer’s (and the retailer’s) benefit.

The Portfolio approach allows the individual to maintain and control their
consumer profile, preserving their right to control access to it and know about
the uses of its data. Additionally, the Portfolio profile contains a more inclusive
purchase history, allowing the user to better utilize their consumer profile and
the retailers to make more accurate personalised offers to their customers. The
accountability of the Portfolio data is ensured, so that customers cannot fabricate
fake transactions or tamper with the existing transaction contents.

6.2.2 Requirements

Before describing the protocols for the portfolio operations, we identify their
functional, privacy and accountability requirements. These requirements are ad-
dressed later on by utilizing and combining appropriate cryptographic techniques
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(analyzed in Section 7.4.1).

The identified privacy and accountability requirements for the portfolio operations
are the following:

o Transaction information can be disclosed to data consumers in a privacy-
preserving and controlled way:.

o The Portfolio data integrity and accountability needs to be ensured. This
requirement can be subdivided into three aspects/sub-requirements:

— The Portfolio owner cannot tamper with the contents of a transaction.

— The Portfolio can contain only transactions performed by its owner,
transactions from other consumers cannot be added to the Portfolio.

— Fake or falsified transactions cannot be added to the Portfolio.

We do not consider the mandatory inclusion of all new transactions into
the Portfolio a requirement. We consider it an individual’s right to omit
transactions from their Portfolio, or even maintain multiple different Port-
folios, for different categories of transactions. Individuals have incentive to
include transactions in their Portfolio(s) to enrich their consumer profiles,
nevertheless they should be able to omit or group them according to their
preference, as long as the transactions included in their Portfolio(s) are
valid, tamper-proof and have been performed by the Portfolio owner.

However, it is straightforward to support the mandatory inclusion of all
transactions in the Portfolio for applications that require it (e.g. tax records),
under the assumption that the consumer does not withhold the fact that
they own a Portfolio. In such cases this assumption could be externally
enforced, for example by the government in the case of tax applications,
making the use of the Portfolio obligatory in all transactions.

o The cloud storage service cannot determine the identity of the Portfolio
owner, the contents of the Portfolio or the contents of the search queries.

o Retailers do not keep any other information about their customers, apart
from anonymous transaction information.

The functional requirements of the portfolio operations are the following:

o The Portfolio needs to support privacy-preserving search operations on the
transaction data.
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o Efficient additions of new transaction information to the Portfolio should
be supported.

e The results returned regarding a company’s query, should contain all the
relevant transactions included in the up-to-date version of the Portfolio.

o Data exchange operations need to be efficient, to ensure the applicability of
the solution.

6.3 Portfolio Building Blocks

To address the requirements identified in Section 6.2.2 we design the Portfo-
lio functionality, containing appropriate privacy-preserving protocols, based on
cryptographic primitives. These primitives are used as building blocks, whose
attributes, appropriately combined, fulfill the Portfolio requirements. In the fol-
lowing paragraphs, high-level descriptions of the cryptographic building blocks
used to construct the Portfolio operations and protocols are provided, focusing
on their functionality and their attributes.

6.3.1 Private Credentials

Private credentials allow users to acquire credentials and demonstrate them
without revealing their identity. Using private credentials, individuals can use
different unlinkable pseudonyms with each service provider they interact with,
based on the same credential issued for their Portfolio by the identity provider.
The private credential system can also provide certified attributes by the identity
provider, for the individual to selectively reveal attributes (e.g. their age range,
based on their date of birth). Anonymity revocation is also supported by the
private credential system, allowing identities of ill-behaving users to be revealed
under well-specified conditions. A private credential system, apart from users
who receive credentials and the certification authority that verifies user public-
private key pairs, comprises of organisations which grant user credentials, verifiers
who verify them, and an anonymity revocation manager that allows revocable
anonymity.

We use private credentials as a “black box” component in the portfolio ar-
chitecture, therefore we will not go into the details of its functionality. A more
detailed description can be found in (Section 2.3.1).

The entities participating in an anonymous credential system are individuals,
companies and trusted third parties (e.g. government services), which can assume
the roles of issuers, recipients, provers and verifiers. A credential is created by an
issuer for a recipient by executing the issuing protocol. The recipient (i.e. the
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credential owner) can then create a credential proof, to be used by a verifier to
verify the validity of the credential (proving protocol).

To be able to issue anonymous credentials, an issuer needs to generate a public
key pair and create specifications of the structures of the credentials issued. These
specifications and the issuer’s public key are then published to be used during
the proof protocol.

In order to acquire an anonymous credential, a user chooses a master secret
key, according to the agreed upon system parameters (bit length, groups to be
used). This secret key enables the creation of multiple unlinkable pseudonyms by
the user, to be used with different service providers. The issued credential consists
of the issuer’s public key, the credential structure (necessary for the verification
of its validity) and the attribute values.

During the proving protocol, the prover (i.e. the credential owner) creates
a proof on behalf of the verifier that proves ownership of a certain credential.
The verifier checks the validity of the given proof. Credential attribute values
contained in the proof may or may not be revealed to the prover, according to
the settings of the proof creation process.

6.3.2 Searchable Encryption

Searchable encryption solutions provide the ability to store information in an
encrypted form, yet allow search operations to be performed on the dataset, in
order for authorised users to be able to locate the information they are interested
in, without needing to decrypt the whole dataset. More details on searchable
encryption are provided in Section 2.3.2.

Within the Portfolio context, a searchable encryption scheme is needed that
fulfills the following requirements:

« Updatability of records. New transaction records need to be efficiently added
to the encrypted dataset.

o Multi-party functionality. The Portfolio is maintained by the data owner,
yet multiple (authorised) users can perform searches on the dataset.

» Query expressiveness. It is desirable (yet not mandatory) that more complex
than single-word queries are supported.

Searchable Symmetric Encryption (SSE) is a practical method for search-
able encryption that provides a reasonable trade-off between efficiency, functional-
ity and security. The SSE functionality is described in more detail in Section 2.3.2.

For the purpose of our work we consider the OXT symmetric searchable en-
cryption scheme [35, 80, 34] more appropriate and closer to our requirements.
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However, as research on the field of searchable encryption moves forward, the
searchable encryption scheme used within the Portfolio can be updated accord-
ingly. In the following paragraphs we provide a high-level description of the OXT
scheme characteristics and attributes, which are useful in the Portfolio context.

The dynamic multi-client OXT scheme. The selected symmetric search-
able encryption scheme consists of the basic OXT scheme [35], appropriately
enhanced to support multi-client search functionality [80], and dynamic update-
able encrypted datasets [34]. Additionally, the OXT scheme supports conjunctive
search and general boolean queries and remains efficient for very large databases.
More information on the dynamic multi-client OXT scheme can be found in Sec-
tion 2.3.2.

In brief, in the basic OXT protocol the server holds encrypted pointers to
documents in a dictionary D and the search client (and data owner) holds a list
of keywords. The protocol output is the set of encrypted pointers to the documents
containing the client’s keywords. To retrieve the documents, the client decrypts
the pointers and obtains the matching (encrypted) documents. The server does
not perform the decryption and cannot learn the keywords in the client’s query.
The OXT scheme computational complexity is independent of the number of
documents in the dataset and scales with the number of documents matching the
least frequent keyword in the search query.

To support multi-client search functionality, the basic OXT scheme is en-
hanced so that the data owner outsources an encrypted dataset to an external
server and allows other parties to perform queries on the encrypted data by pro-
viding them with search tokens for specific queries. In order to achieve that, the
data owner provides the search-client with a set of trapdoors (determined by
the query and independent of the searched data), that can be transformed into
search tokens for the OXT scheme. To ensure that the searcher is authorised by
the data owner, the trapdoors provided by the data owner are homomorphically
signed and so are the transformed search tokens submitted to the server. These
tokens and signatures are unforgeable even by fully malicious clients [80]. Homo-
morphic signatures enable a signer to create a signature on a document and allow
other parties to make predefined alterations to it and obtain a new signature on
the altered document without interaction with the signer [82, 13].

To support dynamic additions to the encrypted dataset after it has been up-
loaded, the dataset owner needs to be able to compute the labels for the new data,
to be added to the dictionary by the server. The scheme remains the same as the
static OXT scheme, with the addition of an Update protocol and an auxiliary
encrypted database EDB™ and dictionary D' are used, which are initially empty
and change as updates happen. Searches in the dynamic databases are performed
by the server by first searching the dictionary D for keyword w, as in the static

85



6.4 Portfolio Functionality and Privacy-preserving Protocols

case, then re-computing all the labels corresponding to w in D*. For this opera-
tion the data owner needs to provide the value of the keyword-specific counter,
therefore a dictionary Dcouy is maintained, associating each added keyword with
its counter value.

6.4 Portfolio Functionality and Privacy-preserving
Protocols

In this section we present the proposed solution for privacy-preserving and
accountable transaction data management. We first provide an overview of the
Portfolio functionality, we proceed with some setup functions and assumptions,
and then we present the main protocols of the Portfolio functionality.

6.4.1 Functionality Overview

Individuals use anonymous credentials for their interactions with the retail-
ers and the Portfolio cloud server. After acquiring a credential from the Iden-
tity Provider, they are able to issue multiple unlinkable pseudonyms to be used
with different retailers. Additionally, the Portfolio owner can prove that two
pseudonyms belong to the same credential. This feature can be utilized to en-
hance the accountability of the data insertion protocol (Section 6.4.3) and ensure
that the submitted transactions belong to the Portfolio owner.

To enable access to the Portfolio data, the owner stores the encrypted transac-
tion dataset, according to the OXT searchable encryption scheme on an external
cloud server, and provides tokens to interested companies to perform searches on
the encrypted Portfolio.

6.4.2 Assumptions and Setup

In this section we describe the setup functions needed for an individual to
setup and maintain a Portfolio. We make the following assumptions:

o Each retailer has a certificate of their public key for signing the performed
transactions (as described in the protocols presented in the following sec-

tion).

o A reliable Internet connection is available to support communications dur-
ing the Portfolio operations.
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Credentials setup: An individual obtains credentials from the identity provider,
according to the anonymous credential system described in Section 6.3.1.

Local Portfolio setup: The plaintext database DB is created and stored in the
local Portfolio. According to the OXT scheme Setup function, a key K is chosen
to be used for the keyword key and the identifier encryption. For each identifier,
a pseudorandom label is computed, the identifier is encrypted and the label/ci-
phertext pair is inserted to a list L. After that, a dictionary D is built from L
to operate as the server’s index. To support dynamic additions to the dataset,
an auxiliary encrypted database is created EDB™, along with a dictionaryD* to
which a pair (¢, d) is added with each keyword addition, where ¢ is a label com-
puted from the keyword and a keyword-specific counter, and d is the encrypted
record id added. Additionally, the dictionary Deou, is maintained, associating
each added keyword in the EDB with its counter value.

Cloud Portfolio setup: The individual registers with the external cloud ser-
vice (F) using a pseudonym created from their credentials. The initial encrypted
database EDB and dictionary D are uploaded, along with the empty auxiliary
encrypted database EDB™ and dictionary Dt to support additions, according to
the searchable encryption (OXT) scheme.

Retailer registration: The Portfolio owner registers with a retailer using a
pseudonym created from the anonymous credential scheme (different and unlink-
able to the one used for the cloud service). Transactions performed with the
retailer will be introduced into the Portfolio.

Regarding the process to gain controlled access to Portfolio data, we consider the
initial contact establishment between a Portfolio owner and an interested data
consumer, whether a retailer interested to make an offer to the Portfolio owner or
a data processing company, outside the scope of this work. Individuals could offer
their Portfolio agent information directly to companies, to allow them to contact
them with requests for data retrieval and related offers, or an external trusted
service could handle the matching of Portfolios with certain verified characteristics
to interested data consumers.

6.4.3 Portfolio Protocols

Two main protocols were designed to complement interactions in the Portfolio
system. The first is the “transaction insertion protocol”, that defines the way new
transaction records are added to the individual’s Portfolio when new transactions
are conducted. The second is the “data retrieval protocol”, that describes the data
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retrieval process when a company wishes to access information from a Portfolio.
Both protocols achieve the desired functionality, while offering privacy protection
and information accountability. The protocols are discussed and analyzed in the
following paragraphs.

Transaction Insertion Protocol

A new transaction is inserted into an individual’s Portfolio according to the fol-
lowing protocol (illustrated in Figure 6.2):

1. When an individual makes a new transaction (T,) with a shop, the shop
signs it, creating Sgs(T,), where Sgg denotes the signature of the shop. The
shop sends it to the customer’s Portfolio agent, along with the relevant
keywords for the transaction.

2. The individual stores the received transaction in the local Portfolio, creates
the encrypted transaction and computes the labels for the transaction to
be sent to the cloud service.

3. The cloud service receives the new encrypted transaction record, with identi-
fier id, containing keywords W, and their labels, and adds the received data
into the user’s auxiliary encrypted database EDB™ and the corresponding
auxiliary dictionary DT.

- . Portfolio Cloud
Individual Retailer Service
Make order / transaction
Send signed transaction data
Store transaction
into local Portfolio:
Create encrypted
transaction and labels Send encrypted
transaction and keywords (
Store new
transaction
into Portfolio

Figure 6.2: Basic transaction insertion protocol

Protocol additions
The above basic protocol ensures that transactions inserted in the Portfolio are
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valid transactions and their contents have not been tampered with. To addition-
ally provide assurances that the inserted transactions actually belong to the Port-
folio owner, we propose the following (optional) additional steps to the insertion
protocol:

e In Step 1 of the basic data insertion protocol, the retailer also sends the
signed transaction hash value to the customer, to be used by the customer
to prove the transaction ownership to the Portfolio cloud service.

« Additionally, the retailer also sends to the cloud service the signed transac-
tion hash value and the user pseudonym used to perform the transaction
with the retailer. This data will be used in the next step by the Portfolio
cloud server to verify that the submitted encrypted transaction to be added
into the Portfolio was performed by the Portfolio owner.

o In Step 3, the user sends, along with the encrypted transaction and its
relevant keywords, the signed transaction hash value and a proof that
the pseudonym used with the shop belongs to the same identity as the
pseudonym used for the Portfolio service. This information is used by the
cloud service to verify that the transaction belongs to the Portfolio owner,
but is not inserted into the Portfolio data and will not be revealed during
data retrieval.

Data Retrieval Protocol

The following protocol describes the way in which a company retrieves transaction
data concerning specific keywords from an individual’s Portfolio:

1. The company (C) contacts the Portfolio agent, stating the keywords they
are interested in.

2. The Portfolio agent provides C a set of (homomorphically signed) query-
specific trapdoors which the company can then transform into (homomor-
phically signed) search tokens as required by the OXT scheme. Note that
the set of trapdoors given to C is fully determined by the query and inde-
pendent of the searched data.

3. Using the query-specific search tokens, the company performs the relevant
searches with the Portfolio cloud service. The result, produced using the
OXT searchable encryption scheme, is the set of identifiers of the encrypted
records matching the query, along with the associated record decryption
keys.
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4. The company requests the encrypted transactions from the cloud service
and proceeds to decrypt them to access the transaction information.

Upon receipt of the authorised transaction information, the company can
process it and offer personalised offers to the Portfolio owner.

ata Portfolio

Individual .
Consumer — Cloud Service

o

l Request data (keywords)

=
Send trapdoors for keywords

Submit search tokens

< _________________________________
Return OXT search results I

Decrypt record (encrypted record identifiers and decryption keys)

identifiers and
decryption keys

Request encrypted transaction data

P ]
Send encrypted transaction data

Decrypt
transaction data |:

Figure 6.3: Data retrieval protocol

6.4.4 Security Discussion

The proposed architecture and protocols assume a semi-trusted, honest-but-
curious, external storage server and arbitrarily malicious search-clients possibly
colluding with each other, but not with the storage server. The security of the
solution can be derived from the security properties of its components, namely
the anonymous credentials and the OXT searchable encryption scheme.

The additional steps introduced in the data insertion protocol (Section 6.4.3)
allow the honest-but-curious cloud server to keep a separate record of pseudonyms
and signed transaction hash values in order to create a profile of the user, con-
taining the shops the user purchased from and the pseudonyms used in those
transactions. We consider this leak acceptable, given the accountability benefits
these steps render to the solution.

Additionally, due to the use of the OXT searchable encryption scheme, there
exists leakage of data access and query patterns to the storage server, but no direct
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plaintext data or search values are leaked. More specifically, information on the
number of records matching one of the query terms (typically the least frequent
one) is leaked. This leakage is inevitable in order to maintain the searchable
encryption efficiency [35] and may be improved with future searchable encryption
scheme developments.

6.5 Discussion

In this work we propose an alternative approach to the way consumer data is
handled by moving the control of the transaction profile back to the consumer.
The availability of applicable cryptographic techniques allows for the current
practice on consumer profile management to improve, offering capabilities for
increased data protection and opportunities for trustworthy utilization of con-
sumer profiles, applicable in the existing common infrastructure. The main con-
tribution of this work is the construction of an integrated, practical solution that
illustrates the applicability of the approach. The proposed architecture utilizes
contemporary cryptographic building blocks which are combined within the de-
veloped protocols to achieve the intended functionality.

We expect that this new paradigm will appeal to individuals, who will be
able to retain control of and utilize their personal information, as well as well-
meaning retailers who will enhance their company profile by adopting this privacy-
sensitive practice and additionally, will be relieved of the burden of maintaining
and protecting customer data. Moreover, we expect this solution to appeal to
data consumers interested in accessing accountable, up-to-date consumer profiles,
without the risk of violating the consumer’s privacy. Even retailers that are not
interested in maintaining and processing consumer profile data will have incentive
to participate, as Portfolio owners will prefer making transactions with them, to
enrich their consumer profiles.

Our approach allows for retailers and service providers to retain anonymous
information on transactions individuals conduct with them, but also adds the op-
portunity to gain authorised access to accountable information on the customer’s
transactions with other retailers. On the other hand, individuals retain control of
their consumer profile and are able to provide controlled access to it, whenever
they choose. Motives for doing so include personalised special offers and privileges,
or even integration with a personal data market, incorporating a compensation
system such as FPIT (Chapter 4).

91






Chapter 7

Privacy-preserving, User-centric
VolP CAPTCHA Challenges: an

Integrated Solution in the SIP
Environment

7.1 Introduction

The audio CAPTCHA challenges used today to prevent automated Spam
Over Internet Telephony (SPIT) attacks on Voice over IP (VoIP) services do not
take into account the characteristics of the caller or the callee. The fact that
these challenges are generic, does not allow for the process to take into considera-
tion the cognitive abilities of human users, while at the same time discriminates
against users that have difficulties solving the generic challenges. The ability to
use information about the caller or the callee opens up new opportunities for
creating more effective and fair CAPTCHA challenges. However, the required
information about the caller will probably be sensitive personal information, and
thus it is important that a privacy-preserving method of achieving the adaptation
of CAPTCHA challenges is used.

In this work we argue that it is possible to address discrimination issues
that naturally arise in contemporary audio CAPTCHA challenges and poten-
tially enhance the effectiveness of audio CAPTCHA systems by adapting the
challenges to the user characteristics. We design the PrivCAPTCHA prototype
to offer privacy-preserving, user-centric CAPTCHA challenges. Anonymous cre-
dential proofs are integrated into the SIP protocol and the approach is evaluated
in a real-world VoIP environment. The results of this work indicate that it is pos-
sible to create VoIP CAPTCHA services offering privacy-preserving, user-centric
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challenges, while maintaining sufficient efficiency. The proposed approach was
evaluated through an experimental implementation to demonstrate its feasibil-
ity.

PrivCAPTCHA aims to achieve fairer, non-discriminating CAPTCHA ser-
vices, while protecting the user’s privacy. Adoption success relies upon the gen-
eral need for employment of privacy-preserving practices in electronic interactions.
The purpose of this approach is to enhance the quality of life of users, who will
be able to receive CAPTCHA challenges closer to their characteristics. This ap-
plies especially to users with disabilities. Additionally, as a privacy-preserving
service, this approach is expected to increase trust during the use of services
that employ it. To our knowledge this is the first comprehensive proposal for
privacy-preserving CAPTCHA challenge adaptation. The proposed system aims
at providing an improved CAPTCHA service that is more appropriate for and
trusted by human users.

7.2 Related work

CAPTCHA challenge solving is a highly user-dependent process. Works on
the subject illustrate that the user characteristics can greatly affect the success
rate of the mechanism usage. As described in the following paragraphs, the user’s
sensory and cognitive abilities, computer literacy and language fluency play a
decisive role on the user’s ability to solve CAPTCHA challenges. In this section,
we briefly survey the audio CAPTCHA technology, which is in the early stages
of development. We focus first on evaluating the existing audio CAPTCHAs and
then on recording the CAPTCHA attributes which improve its usability.

7.2.1 Existing CAPTCHA Evaluation

Existing audio CAPTCHAs have been proven more difficult to use for vi-
sually impaired than non-visually impaired people [20]. For their research they
used 162 persons, of whom 89 were visually impaired, and popular website audio
CAPTCHA implementations. Their research illustrated that audio CAPTCHAs
are difficult to solve. Only 43% of users with visual impairments were able to
answer an audio CAPTCHA at the first attempt and only 39% of other users.
Moreover, it should be noted that visually impaired users took at least twice as
long. Yet nearly half of the users (47%) still failed to respond correctly to an audio
CAPTCHA after 3 attempts. This is a somewhat unexpected result, since one
would anticipate that audio CAPTCHA challenges would be more appropriate
for visually impaired persons.

Bursztein et al. [24] conducted an extensive study on the ability of people to
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solve existing CAPTCHASs, as well. Regarding audio CAPTCHAs, they studied
eight of the most popular implementations. The conclusions that emerged from
their study were a) the period for listening and solving a CAPTCHA is certainly
excessive (averaged over 25 seconds), b) the percentage of users who took second
or third attempts, because the previous attempt was wrong, exceeded 50%, and
¢) people who were not native English speakers had major problems in solving
the CAPTCHA and therefore the success rate was reduced by more than 20%.

Soupionis and Gritzalis [130] classified the audio CAPTCHA attributes, eval-
uated the current popular audio CAPTCHA implementations and developed a
new audio CAPTCHA for VoIP environments. The CAPTCHAs were classified
based on their attributes into four categories: (a) vocabulary, (b) background
noise, (c¢) time, and (d) audio production. Afterwards, the evaluation took place
where the CAPTCHASs were utilized on the above mentioned attributes. The eval-
uation process was based on the fact that CAPTCHAs must be easy for human
users to solve, easy for a tester machine to generate and grade, and hard for a
software bot to solve. Therefore, the final evaluation was made by two means;
namely, by user tests ( 60 persons) and by two bots configured to solve audio
CAPTCHASs. The evaluation process proved that a) the current CAPTCHA im-
plementations are not adequate, meaning that every implementation is either too
easy or too difficult to be solved by both users and bots, and b) the implementa-
tion attributes of some CAPTCHAS, like long vocabulary (> 8 characters) and
language requirements (native vs. non-native English speakers), negatively affects
the users’ success rate ( 40%) in most cases.

7.2.2 CAPTCHA Usability

Yan and El Ahmad [146] discuss usability issues that should be considered
and addressed in the design of CAPTCHAs. The authors analyze a few aspects
for the three main types of CAPTCHAs: 1) Text-based, 2) Sound-based, and 3)
Image/picture-based schemes. As far as the Sound-based ones are concerned, the
major parameters contributing to having a usable CAPTCHA are the following:

1. Distortion, meaning the background noise which distorts sounds in audio
CAPTCHAs.

2. Content, meaning the content materials used in audio CAPTCHAs which
are typically language specific, like digits, character set and string length.

3. Presentation, meaning the integration technique within the web pages which
is still a great concern.

Lazar et al. [97] describe the development of a new audio CAPTCHA called
the SoundsRight CAPTCHA focusing on blind users. The authors identify that
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one of the major problems is the “linear audio CAPTCHA playback” problem. A
blind user has to quickly navigate through a page using only keyboard strokes,
and the screen reader causes audio interference with the audio CAPTCHA that
is being played. Once the audio CAPTCHA is played, the user must quickly focus
on the answer portion of the CAPTCHA to input what they heard. This problem
may affect mainly the web implementation of audio CAPTCHA, but it shows
that there should be a certain method for the CAPTCHA playback. The above
results indicate that there is a need and the potential to create more appropri-
ate challenges for the human user that will allow for fewer problems in solving
CAPTCHA challenges. Additionally, user-centric challenges provide the potential
to weaken the connection between the difficulty of CAPTCHA solving for humans
and for bots respectively, resulting in more effective CAPTCHA systems.

Taking into account the person’s characteristics during CAPTCHA genera-
tion, brings about privacy concerns that need to be addressed. There has been
significant progress on the subject of accountable, privacy-preserving services dur-
ing the past decade. The privacy-preserving techniques used in the proposed sys-
tem are closely related to accountable anonymous communication systems [49],
anonymous credential systems [33] and electronic identity cards [114, 48]. Using
cryptographic tools, all these systems aim at providing their functionality while
protecting users’ privacy. Similarly, we utilize existing cryptographic primitives to
create a privacy-preserving personalised CAPTCHA system, which allows users
to prove attributes about themselves and receive personalised challenges, without
revealing their identity.

7.3 Concepts and Motivation

The selection of an appropriate CAPTCHA challenge that successfully distin-
guishes between human users and bots is a challenging task. Generic CAPTCHA
challenges that are difficult enough for bots, often pose difficulties to human users
as well. Therefore, a method is needed to tailor CAPTCHA challenges closer to
the human user, without necessarily lowering the difficulty level for bots. Overall,
this work does not aim at making CAPTCHA challenges generally easier, rather,
it aims at proposing a method to create more appropriate, effective and fair chal-
lenges for the users. However, the process of selecting the appropriate kinds of
adaptations according to the user’s characteristics is outside the scope of this
work. We propose a privacy-preserving method of proving user characteristics to
the CAPTCHA service and delivering the adapted challenge. We demonstrate
the feasibility of the proposed system through representative examples.

One could argue that proving user characteristics to the VoIP service elim-
inates the need for the CAPTCHA test overall. However, we believe that the
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CAPTCHA test is still needed to protect users from unauthorised use of their
accounts (hijacking) and attempts to impersonate them. Additionally, the com-
bination of anonymous credential proofs and the CAPTCHA test, protects the
VoIP system from the unauthorised use of credentials and from users that misuse
their credentials for making SPIT calls. Therefore, this work does not aim at mak-
ing the CAPTCHA test obsolete through the use of anonymous credential proofs.
Using the PrivCAPTCHA approach, callers can assert that they are human users
and have certain characteristics, but this is also verified during the CAPTCHA
test.

As with many IT applications and services, CAPTCHAs were initially imple-
mented for the average or typical user, without catering for users with special
needs and (dis)abilities. A user may not solve a CAPTCHA test due to their
personal characteristics, e.g. their language, age, mental or physical disabilities.
This person faces discrimination and violation of their communication rights. It is
important to ensure that services are accessible by the majority of the population,
regardless of their abilities and characteristics. Discrimination issues concerning
CAPTCHA challenges are discussed in more depth in [133]. Taking into account
user characteristics to personalise the VoIP CAPTCHA service, addresses effec-
tively the discrimination concerns. This solution, however, introduces new pri-
vacy requirements, as the personal information used to provide the personalised
CAPTCHA service, need to be protected from unauthorised access. Individuals’
privacy rights determine that they should be in control of their information, being
able to determine when and who acquires knowledge about their preferences and
characteristics.

7.4 PrivCAPTCHA Architecture

In this section the components of the proposed architecture are presented
first, comprising the cryptographic building blocks used to achieve the privacy
properties and the entities that participate in the system. Then, the resulting
functionality is described.

7.4.1 Cryptographic Building Blocks

In order to achieve the privacy-preserving attributes of PrivCAPTCHA, we
use anonymous credentials and a data management unit as cryptographic building
blocks. In this section we provide a high level description of these building blocks,
focusing on their attributes and functionality.
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Anonymous credentials

Anonymous credentials [26] allow users to acquire credentials and demon-
strate them without revealing their identity. Using the private credential system
described in [33], individuals can use different unlinkable pseudonyms, based on
the same credential issued by an identity provider. The private credential system
can also provide certified attributes by the identity provider, for the individual
to selectively reveal attributes (e.g. their age range, based on their date of birth).
Anonymous credentials constitute today an accepted and applicable privacy en-
hancing technology. In this work we use Idemix!, an open source anonymous
credential system (see implementation in Section 7.5.1).

The entities participating in an anonymous credential system are individuals,
companies and trusted third parties (e.g. government services), which can assume
the roles of issuers, recipients, provers and verifiers. A credential is created by an
issuer for a recipient by executing the issuing protocol. The recipient (i.e. the
credential owner) can then create a credential proof, to be used by a verifier to
verify the validity of the credential (proving protocol).

To be able to issue anonymous credentials, an issuer needs to generate a public
key pair and create specifications of the structures of the credentials issued. These
specifications and the issuer’s public key are then published to be used during
the proof protocol.

In order to acquire an anonymous credential, a user chooses a master secret
key, according to the agreed upon system parameters (bit length, groups to be
used). This secret key enables the creation of multiple unlinkable pseudonyms by
the user, to be used with different service providers (in our case VoIP services).
The issued credential consists of the issuer’s public key, the credential structure
(necessary for the verification of its validity) and the attribute values.

During the proving protocol, the prover (i.e. the credential owner) creates
a proof on behalf of the verifier that proves ownership of a certain credential.
The verifier checks the validity of the given proof. Credential attribute values
contained in the proof may or may not be revealed to the prover, according to
the settings of the proof creation process.

A local data storage and management unit

A data management unit that resides at the owner’s side, similar to the Port-
folio architecture proposed in [132] is used to manage the user’s credentials and
certificates. The contents of a user’s portfolio include:

e Anonymous credentials, containing verified demographic data and personal
characteristics, e.g. age, education level, disabilities.

Tdentity Mixer, http://www.zurich.ibm.com/idemix/usage.html

98


http://www.zurich.ibm.com/idemix/usage.html 

Chapter 7: Privacy-preserving, User-centric VoIP CAPTCHA
Challenges

o Certificates of successful CAPTCHA tests issued by the CAPTCHA service.
This transaction history can be used to provide further evidence to the
CAPTCHA server that the user is human and non-malicious and can even
be used to allow users to pass over the CAPTCHA test for a limited time.

7.4.2 Entities in PrivCAPTCHA

The entities that participate in the proposed system are the following;:

The Identity Provider (IDP). Users obtain their credentials from the IDP,
by registering an identifier (e.g. their social security number) and a pseudonym
P. The IDP is considered a trusted third party (like a passport authority) that
retains the user information together with their pseudonym. The IDP does not
need to be a single entity, it can be a distributed service to achieve better service
availability and enhanced security.

The User. In our system the users are considered the VoIP service users. All
can act both as callers and callees. When acting as callers, their portfolio infor-
mation can be used to receive personalised CAPTCHA challenges as illustrated
in Figure 7.1.

The CAPTCHA server, which acts as a verifier for the anonymous credential
system. Moreover, the CAPTCHA server automatically generates the CAPTCHA
challenge, according to the proven user attributes and evaluates the provided
answer.

The entities of the PrivCAPTCHA system and their interactions are shown
in Figure 7.1. The user’s profile is stored at the personal portfolio residing at the
user’s side. After registering with an IDP and obtaining the anonymous creden-
tials, the caller can prove some attributes to the CAPTCHA server and receive
personalised CAPTCHA challenges. According to the proportionality principle
the IDP retains no more data than that strictly required to serve the person-
alised CAPTCHA service. The IDP entity combines the retained data with a
pseudonym in order to protect the identity of the user and it is not allowed to
reveal or to use this data for any other purpose, with the exception of law enforce-
ment purposes if required and to the extent that is provided by the respective law.
The proposed architecture provides personalised and effective VoIP CAPTCHAs
while preserving the privacy and communication rights of the user.

7.4.3 System Functionality

In this section we will describe the general functionalities of the system. Re-
garding the cryptographic primitives used (see Section 7.4.1), we adhere to their
descriptions as proposed by their authors and we only provide descriptions of
their use within the context of our work.
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Figure 7.1: The PrivCAPTCHA architecture

Proving attributes to the CAPTCHA system. After acquiring the anonymous
credentials by the IDP the user can begin using them to prove attributes to
CAPTCHA services in order to receive personalised challenges. The user needs
to prove to the CAPTCHA service that the credential is valid, which verifies that
the user has a certain attribute. The verification mechanism is based on efficient
zero knowledge proofs [33]. In the context of VoIP communications, the creden-
tial proof can be incorporated into the SIP INVITE message and transmitted
seamlessly during the VoIP call (see details in Section 7.5.3).

CAPTCHA generation and outcome. After receiving and verifying the user’s
credential proof, the CAPTCHA service generates the appropriate CAPTCHA
challenge, according to the user characteristics. The characteristics that the
CAPTCHA server takes into account in our example implementation are:

Disability status. Depending on the user’s disability, the system can adapt the
CAPTCHA challenge to provide a more appropriate challenge for the user’s
abilities. For example, hearing impaired users may need an elevated volume
level for the challenge.

Language requirements. Based on the user’s native language, the CAPTCHA
server can provide the appropriate challenge, either a challenge in the user’s
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language, or some adaptation to facilitate non-native speakers of the chal-
lenge language.

Age. The age of the user affects the ability to solve tests. If the user is too young
or too old, then the CAPTCHA challenge should be adapted accordingly,
e.g. to contain less characters to be recognised or to allow more time to
solve the test.

Apparently, additional user characteristics can be considered apart from the
aforementioned ones, like education level (e.g. literacy), learning disabili-
ties (e.g. dyslexia), etc. The selection of appropriate adaptations for the
challenge to facilitate each user characteristic is outside the scope of this
work. Our goal is to illustrate the mechanism for the adaptation according
to any given user characteristic.

CAPTCHA server certificates. Upon successful completion of a CAPTCHA
challenge, the CAPTCHA server sends the user a certificate, attesting that this
user did make a legitimate communication. This certificate is stored into the user’s
portfolio and can be used later by the same user to prove previous legitimate use
of the CAPTCHA service.

The above functionalities are prone to misuse and malicious behavior on the
part of the user. In Section 7.4.4 we address the main issues that have been iden-
tified for the proposed system. The communications protocol in PrivCAPTCHA
contains the following steps:

1. The user makes a SIP call, containing the credential proof (see Section 7.5.3).
2. The CAPTCHA server verifies the provided credential proof.

3. The CAPTCHA server generates the appropriate challenge.

4. The user responds to the CAPTCHA challenge.

5. If the challenge response is correct, the CAPTCHA server sends the user a
certificate of successful completion.

7.4.4 Incident Response Requirements

Designing a system on a user-centric driven security basis requires that the
system is robust in the sense that the user is not significantly exposed during a
security failure. In the proposed system we have identified the following aspects
and requirements for incident response and escalation procedures in the event of
a security failure.
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Tolerance to false positives. We can in principle consider that false positives
carry a minor security impact. The event of a bot successfully answering the
audio CAPTCHA challenge will be detected by the destination/callee and the
service should maintain the facility for the callee to report/redirect the call for
further logging and analysis. Responding to false positives is a good example
of active user participation in the security process. Regarding CAPTCHA server
certificates, in case of false positives, a revocation procedure can be followed upon
receipt of the callee report.

Tolerance to false negatives. Rejecting a legitimate call request after a failed
audio CAPTCHA attempt is an event of major significance. Therefore the un-
derlying security parameters are expected to be set on a level where the false
negatives are minimised despite the drop in security. Indeed, giving priority to
user acceptance over security is part of the user-centric system design practice.
In addition, there needs to be a continuous evaluation similar to vulnerability
assessment practices. More specifically, as a security administrator must be in-
formed and proactively search for new vulnerabilities affecting the system, the
audio CAPTCHA engineer must keep the system up to date with the state of
the art research in order to maintain the optimum level of security versus user
acceptance.

Tolerance to CAPTCHA server certificate misuse. The certificates provided
by the CAPTCHA server can be (un)intentionally misused by users to exploit
the system. In case of reported malicious use of these certificates, revocation
methods [26] can be examined.

Correlate system failures with SPIT results. A threat management system
should be implemented and the audio CAPTCHA service should be placed in the
wider system security context in order to identify threat vectors that may target
the CAPTCHA but also exploit the system as a whole.

Reputation management. Reputation mechanisms introduce a number of se-
curity issues and should these become part of the audio CAPTCHA service, rep-
utation misuse should be addressed with well defined escalation procedures. The
proposed system can adopt published procedures and controls for reputation man-
agement.

7.5 Implementation and Tests

To demonstrate the feasibility of our proposed system, we created an imple-
mentation that integrates the core PrivCAPTCHA functionality into a real-world,
open source VoIP application. This implementation allows a credential proof to
be transmitted to the CAPTCHA server within a SIP call. For this purpose we
created a SIP custom header containing the credential proof for the CAPTCHA
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server to receive and verify and introduced it into the SIP INVITE message.
Additionally, to allow the CAPTCHA server to verify the credential proof, we
created a ProofVerifier executable that is called when the SIP message with the
custom header is received. In the following sections we describe the developed
implementation and the experimental results from its execution.

7.5.1 The PrivCAPTCHA Anonymous Credentials

The Identity Mizer cryptographic library! was used to create the anonymous
credentials for the CAPTCHA user and the proof to be sent to the CAPTCHA
server. The library implements the anonymous credentials of Camenisch and
Lysyanskaya [31], i.e. the functionality of anonymous authentication for the issuer,
client, and service provider.

To create the PrivCAPTCHA anonymous credentials for the implementation
we used the Idemix library (Release 2.3.4). We created the appropriate credential
structure and proof specification for our application and, utilizing the library func-
tionality, added implementations for the issuance, proof creation and verification
methods of the PrivCAPTCHA credentials.

As mentioned in Section 7.4.3 ;| the credentials created for this implemen-
tation describe the following credential-owner characteristics and corresponding
enumerated attributes:

« Disability status: Hearing Impaired, Blind, Illiterate
o Native language: English, other
o Age group: Child, Adolescent, Adult, Elderly

Further categories and possible values can be added to describe user charac-
teristics, to suit the needs of each application.

The credential structure used in our implementation is presented in Figure 7.2,
following the credential annotation described in [19]. The credential information
is partitioned into the attributes, defined by a name, issuance mode and type
of attribute, and the implementation, where implementation specific information
is provided. The enumerated attributes are implemented by assigning a distinct
prime to each possible attribute value, according to [28].

In Figure 7.3 we present an example credential in accordance to the Priv-
CAPTCHA credential structure (Figure 7.2):

To implement the proving protocol, we needed to create a proof specification,
shown in Figure 7.4, for our example credential (Figure 7.3).

'https://prime.inf.tu-dresden.de/idemix/
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Attributes{
Attribute { Status, known, type:enum }
{ HearingImpaired, Blind, Illiterate }

Attribute { NativelLanguage, known, type:enum }
{ English, Other }

Attribute { AgeGroup, known, type:enum }
{ Child, Adolescent, Adult, Elderly }

Implementation{
PrimeFactor { Status: HearingImpaired = 3 }

PrimeFactor { Status: Blind = 5 }
PrimeFactor { Status: Illiterate =7 }
PrimeFactor { NativelLanguage: English = 11 }
PrimeFactor { NativeLanguage: Other = 13 }
PrimeFactor { AgeGroup: Child = 17 }
PrimeFactor { AgeGroup: Adolescent = 19 }
PrimeFactor { AgeGroup: Adult = 23 }
PrimeFactor { AgeGroup: Elderly = 29 }

AttributeOrder { Status, NativelLanguage, AgeGroupl}
}

Figure 7.2: PrivCAPTCHA credential structure

References{
Schema=http://privCAPTCHAdomain.com/credCAPTCHA.xsd
Structure=http://privCAPTCHAdomain.com/CredStructCAPTCHA . xml
IssuerPublicKey=http:// privCAPTCHAdomain.com/exampleIPK.xml
}

Elements{

Signature { A:..., v:..., e:... }

Values { Status:HearingImpaired; NativeLanguage:English; AgeGroup: Elderly }
+

Figure 7.3: PrivCAPTCHA example credential
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Declaration{ idl:revealed:enum; id2:revealed:enum;
id3:revealed:enum;}
ProvenStatements{
Credentials{
randNamel: http://privCAPTCHAdomain.com/CredStructCAPTCHA.xml=
{ Status:idl, NativeLanguage:id2, AgeGroup:id3 }
+

Figure 7.4: PrivCAPTCHA proof specification

The proof specification contains:
o Credentials that the user proves ownership of.

o Identifiers for the values included in the proof. Identifiers are assigned to
attributes that are fully or partially revealed.

o Attribute types of each identifier, which need to match during the proof
protocol.

» Constants that can be assigned to identifiers.

7.5.2 Jitsi - Open Source VolP Application

To integrate the SIP custom header containing the credential proof into the
VoIP call, we used Jitsi', an open source multi-platform audio/video Internet
phone application. It supports several instant messaging and telephony protocols,
including the Session Initiation Protocol (SIP) used in VoIP networks. Jitsi and
its source code are released under the terms of the LGPL. Jitsi is mostly written
in Java and, among others, it uses the JAIN-SIP protocol stack for SIP support.

For the purpose of our implementation we downloaded the Jitsi v2.2.4603.9615
source snapshot and added code to introduce the custom header containing the
credential proof into the SIP INVITE message.

7.5.3 SIP Custom Header

For the credential proof to reach the CAPTCHA server, we introduced the
CredentialProof custom header into the SIP INVITE message sent by Jitsi during
the SIP call. To achieve that, the class CredentialProof was created, extending

"https://jitsi.org/Main/Features
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the ParametersHeader class from the JAIN-SDP library', which implements the
parameters setting functionality of the SIP headers. Using the createRequest
method of the SipMessageFactory class in the “net.java.sip.communicator.impl.
protocol.sip” package, the custom header was appended into the SIP INVITE
message header.

Using this implementation, each time a Jitsi user makes a call, the Credential-
Proof header is transmitted to the recipient (in our case the CAPTCHA server).
The CredentialProof header is shown in Figure 7.5, where the SIP call performed
by Jitsi is captured with the Wireshark packet analyzer?.

e Edit

Seed BEXREE AP DT L
|

ew Go Capture Analyze Statistics Telephony Tools Internals Help

Qe @B mE 8

Filter: | [~ expression... Clear Apply
Mo, Time Source Destination Protocol Length Info
39 7.610407 192.168.1.77 199.7.175.100 SIP/SDF 1007 Request: INVITE sip:tester002@getonsip.com, with session description
40 8.111075 192.168.1.77 199.7.175.100 Pv4 1514 Fragmented IP protocol (proto=UDP 0x11, off=0, ID=0e94)
41 8.111106 192.168.1.77 199.7.175.100 Pv4 1514 Fragmented IP protocol (proto=UDP Ox11, off=1480, ID=0e94)
42 8.111127 192.168.1.77 199.7.175.100 V1 1514 Fragmented Ip protocol (proto=ubP Ox1l, off=2960, ID=0ed4)
43 8.111150 192.168.1.77 199.7.175,100 P4 1514 Fragmented IP protocol (proto=UDP 0Ox1l, off=4440, ID=0e94)
44 8.111168 192.168.1.77 199.7.175.100 IPv4 1514 Fragmented IP protocol (proto=UDP Ox11, off=5920, ID=0De94)
d 45 8.111185 192.168.1.77 199.7.175.100 s1P/SDF 1007 Request: INVITE sip:tester002@getonsip.com, with session description
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CSeq: 1 INVITE
From: "tester00l" <sip:tester00l@getonsip.coms;tag=9f216d07
To: <sip:tester002@getonsip. com>
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Figure 7.5: CredentialProof custom header captured with Wireshark during SIP
call

LJSIP: Java API for SIP signalling, https://jsip.java.net
2http://www.wireshark.org/
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7.5.4 Experimental Network Environment

The network environment (Figure 7.6) that we have implemented consists of
the following fundamental entities:

An Asterisk server, which was based on AsteriskNow!, a widespread open
source SIP server implementation, also used for VoIP PBX. The provided API of
the server supports easy manipulation of SIP headers and allows storing useful
metadata in the call-records database. The VolP PBX runtime environment of-
fers administration access via command line or through the FreePBX web-based
application over an Apache server and includes a MySQL database, that stores
operational parameters, such as SIP extensions, voice trunks, call records, etc.
The implemented server has been customised in order to register users, redirect
SIP messages and establish calls. The PC used for setting up the Asterisk server
was a Pentium 4, 2.8GHz with 2GB RAM.

A CAPTCHA service. The audio CAPTCHA was implemented as a separate
service for efficiency reasons, since the computational resources needed for such
a module are considerable. The service was implemented on the AsteriskNow
software as well. The basic algorithm was developed using the PHP class Asterisk
Gateway Interface (PHPAGI?), which interacts with the AsteriskNow software to
provide audio CAPTCHAs as a standalone service. The CAPTCHA service:

1. receives the SIP message,

2. extracts the values of the custom header,

3. passes the values to the PHPAGI module,

4. identifies the characteristics of the user asked to solve the CAPTCHA,

5. selects and "plays” the appropriate audio CAPTCHA file based on the
proven characteristics,

6. validates the answer and either sends the decision to Asterisk server or it
re-sends a new CAPTCHA.

Various VolP callers. These callers are programmed to make calls to the VoIP
service clients. In our scenarios, they are redirected through the CAPTCHA ser-
vice. The exact number of the external callers depends on each use case/scenario.

1http ://wuw.asterisk.org/downloads/asterisknow
2http://phpagi.sourceforge.net/
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Figure 7.6: Experimental network environment

7.5.5 Proposed Scenarios and Results

For the experimental process we created two scenarios. In both scenarios we
measured the time needed for the CAPTCHA server to select the appropriate
audio file and set the right playback attributes (volume, number of retries, etc.).

The first scenario was to have a single call initiated and measure the afore-
mentioned needed time. The time needed without the PrivCAPTCHA validation
was 3.6ms and with it was 7.8ms. Even though the time has been doubled it still
stays extremely low, so there is no significant overload to the system.

The second scenario consisted of 20 external clients, which initiated new calls.
The SIP calls were generated randomly, but there was a limit of a maximum of 20
simultaneous calls. The average time interval between the calls was 100ms. The
total number of calls was 460. Finally, it should be stated that the calls were
terminated 10 seconds after the call establishment, while playing the CAPTCHA
audio file. This means that the CAPTCHA service has to keep the calls established
either for 10 sec or until the CAPTCHA timeout is reached, which is based on the
chosen characteristics. This scenario was created using the SIPp' call generator.

In Figure 7.7 we present the results of the second scenario. The min and max
values of each measured variable are represented by the top (T) and bottom (L)
bars. The mean value and one standard deviation from it are represented by the
(-) bar and the greyed box respectively. The first column depicts the time need
for the proof to be verified by the CAPTCHA server, i.e. the delay caused by
the PrivCAPTCHA addition in the system. The second column represents the
total time needed for the request to be processed and the third column the time
needed for the CAPTCHA challenge to be generated.

"http://sipp.sourceforge.net/
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The results show that the proof verification process requires approximately
300ms, with relatively narrow deviation, which we consider to be low enough to
make this addition a feasible option. Additionally, the efficiency of this verification
can be further improved via a server to amortise Java Virtual Machine startup
costs, which in this experiment were calculated to be approximately 100ms.

09 4 T
0.8
0.7 +
0.6
0.5 4
0.4

OAverage MeanStd

= Mean

0.2 - 1 J.
0.1
0 1 _ : =

Proof Verification Total Request CAPTCHA
Time Time Generation Time

Figure 7.7: Experimental performance results (in seconds)

This experiment was conducted to demonstrate primarily the feasibility of
the proposed system, not its efficiency. Therefore, the times recorded indicate an
upper bound on the processing time. In case PrivCAPTCHA were to be used in
a production CAPTCHA service, the efficiency of the system can be expected to
be enhanced, by removing overheads and setting up more than one CAPTCHA
servers.

Nevertheless, it is a fact that the addition of PrivCAPTCHA introduces an
additional computationally intensive task to the SIP communication process, de-
creasing the CAPTCHA server’s maximum capacity for concurrent connections.
This can be exploited to enhance the effectiveness of attacks against the SIP pro-
tocol, an existing problem of VoIP communications [45, 90]. Since the additional
header introduced is created according to the SIP protocol specification, the same
countermeasures and policies used to protect conventional VoIP systems can be
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employed to protect the PrivCAPTCHA system [129, 62, 57]. These can reduce
the amount of malicious messages that reach the CAPTCHA server and invoke
the header verification process.

For example, possible countermeasures include SIP message evaluation mech-
anisms, such as a SIP message parser, which will evaluate the CredentialProof
header content. In case of an unsophisticated attack, during which the header is
used without maintaining the valid xml schema of the proof, the message will be
filtered by the SIP parsing mechanism, therefore never reaching the CAPTCHA
server. During a more sophisticated attack, wherein the required xml schema of
the proof is valid and only the proof components are not, or a valid Credential-
Proof is replayed, the proof validation mechanism will be invoked, increasing the
server’s computational load and possibly leading to service downtime. In this case
logging and blacklisting mechanisms can be used to block the malicious calls and
server resource monitoring can be used to disable the CAPTCHA service and
prevent incontrollable VoIP service downtime when resources are depleted until
the attackers are blacklisted.

7.6 Discussion

In this work, we propose a user-centric, privacy-preserving VolP CAPTCHA
adaptation approach. The PrivCAPTCHA architecture combines existing cryp-
tographic technologies, which provide strong privacy guarantees, utilized under
a new context. The proposed system aims at providing an improved CAPTCHA
service that is more appropriate for and fair to the human users. Descriptions of
the proposed system functionalities are provided and an experimental implemen-
tation is carried out within the VoIP protocol. Experimental results show that
the utilization of cryptographic tools introduces an additional computational over-
head into the audio CAPTCHA application. We consider this overhead to be tol-
erable for modern computational platforms possibly combined with appropriate
performance optimisation techniques. However, this overhead can be exploited to
increase the efficiency of attacks against the SIP protocol, therefore appropriate
countermeasures should be employed to decrease these negative effects. Moreover,
although we mainly consider CAPTCHA challenges for VoIP calls in this work,
we believe that this idea can be useful for providing a general mechanism for
CAPTCHA adaptation according to the user’s characteristics.
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my VisitPlanner:
Privacy-preserving Personalised
Itinerary Planning System for
Tourism

8.1 Introduction

MyVisitPlanner is an intelligent web-based application aiming at making rec-
ommendations that help visitors and residents of the region of Northern Greece to
plan their activities during their stay in this area [120]. The system encompasses a
rich ontology of activities, categorised across dimensions such as activity type, his-
torical era, user profile and age group. Each activity is characterised by attributes
describing its location, cost, availability and duration range. The system makes
activity recommendations based on user-selected criteria, such as visit duration
and timing, geographical areas of interest and visit profiling. A recommendation
engine employs non-intrusive machine learning techniques to dynamically update
user profiles, concerning user preferences for both activities and resulting plans,
while taking privacy concerns into account.

Personalised services, such as myVisitPlanner, by definition need user char-
acteristics and preferences to improve their service quality. The more data the
system has on the user, the more effective personalisation of the service can be
achieved, closer to the user needs. On the other hand, user privacy protection re-
quirements contradict the availability of unrestricted access to detailed user data.
Achieving a balance between sufficient privacy protection and efficient personali-
sation is the key for a successful privacy-preserving personalisation system.

Sevice personalisation in myVisitPlanner is achieved by utilizing information
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regarding user preferences and characteristics, acquired directly from the user and
indirectly by machine learning techniques. This information, although crucial for
achieving successful recommendations, needs to be protected from unauthorised
access and use. Privacy protection mechanisms, incorporated in the system design,
enhance user trust toward the service and relieve system administrators from the
responsibility to externally protect user data.

To protect user privacy within the myVisitPlanner processes, we first iden-
tified the necessary information that needs to be recorded in the user profiles,
following the principle of data minimization. Then, we divided the data items
into categories and identified the processes within myVisitPlanner that needed
access to each data category. Finally we proposed methods to confine access to
data categories only to the necessary processes.

8.2 Profiles in myVisitPlanner

In myVisitPlanner a usage profile in maintained and dynamically updated for
each user to achieve effective service personalisation. This usage profile contains:

o User demographic characteristics: Age group, sex and disability status.

 Activity type preferences: Tuples in the form (Activity Type, Preference
Value, Duration Preference, Time of Day Preference)

o System preferences: Activities duration preferences, free time preferences,
etc.

o History information: Full selected travel plans, Activity ratings within se-
lected plans

Activities in myVisitPlanner are categorised according to an activity type on-
tology. During profile creation users input their preferences regarding the avail-
able activity types. Each preference record is in the form (Activity Type, Activity
Type Rating, Duration Preference, Time-of-day Preference). Additionally, in the
history of a profile, the previously created travel plans, as well as the activity
ratings given by the user are recorded.

To achieve usability and privacy-protection for the profile data, the profile
history is sectioned into two parts. In the first part is the detailed usage history,
where all interactions of the user to the system are recorded. The second part
is the activity ratings, which result either directly from the user or indirectly
from the user behaviour within the system. The activity ratings are used as input
in the recommendation system algorithm and have the format (Profile, Activity,
Rating).
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8.3 Profile Data Use in myVisitPlanner

Profile data use in myVisitPlanner is divided into two categories:

1. The data use during the user interaction with the system. In this case, the
profile data is used to provide the service to the user through the interface,
for example, the profile editing functionality. In this case it is necessary for
the data to be used in its original form.

2. The data use during the machine learning processes for the improvement of
the recommendation system effectiveness. In this case the profile data can
be used in anonymised form.

The processes in myVisitPlanner that handle profile information are the fol-
lowing:

» Profile editing, available during user interaction with the user interface.

o Item based recommendation. During this process, activities that have sim-
ilar attributes as previously rated activities are recommended to the user.
This process uses as input the user activity ratings in the form (Profile,
Activity, Rating).

o User clustering, during which myVisitPlanner users are grouped according
to their characteristics (demographic data and activity type preferences).

o Cluster-based recommendation, produces activity recommendations based
on user clusters and the activity ratings from other users within the cluster.

e Scheduling. This process plans the selected recommended activities into a
timetable, according to the user system preferences and the relevant activity
characteristics (e.g. open hours).

In Table 8.1, the profile data categories are shown against the main processes
where they are accessed and the entities that need access to the data.
8.4 Privacy Protection in myVisitPlanner

Having determined the profile data usage scope within the myVisitPlanner

processes, applicable privacy-protection methods are proposed, that allow the
effective operation of the processes.

113



8.4 Privacy Protection in myVisitPlanner

Entity)] User Recommendation Scheduler
Scope| Profile Activity U User Cluster
Editing | Similarity Based | :”, Based Scheduling
[Data Item (UI) |Recommendation USIErig | Recommendation
[Demographic Data ] [

|Activity Type Preferences

(in User Profile) " -

System Preferences

(in User Profile) " "
Detailed User Interaction Log

\Activity Ratings ] ] [

Table 8.1: Data use in myVisitPlanner processes

8.4.1 Encrypted User Profiles

As illustrated in Table 8.1, access to the raw profile user data is not needed
when the user is offline. Therefore, user profiles are stored encrypted with the
user password, prohibiting unauthorised access to them while the user is offline.
Profile data is transparently decrypted whenever the user logs into the system,
and is kept decrypted for the duration of the user’s session and then re-encrypted
automatically. This way, the time user data remain unencrypted, as well as the
amount of unencrypted profiles on the system at each moment is minimized, along
with the extent of possible data leak, in case of a security breach.

For the implementation of the profile data encryption and decryption function-
ality the OWASP Enterprise Security API (ESAPI) ! Java open source library
was used. The data in the database is encrypted using the AES128 symmetric en-
cryption algorithm. The symmetric key is itself encrypted using another cipher,
using the KEK (Key Encryption Key) scheme [95], to allow changing user en-
cryption keys without needing to decrypt the data and re-encrypt with the new
key.

Profile data extraction for use in the recommendation system processes

The recommendation system in myVisitPlanner contains processes that are
executed when the user is offline, to improve the quality of the recommendations
and need access to part of the user profile data. For this purpose, the needed
information is extracted to separate database tables, when the user is online.
Specifically, before the user logs off and the profile data is encrypted for storage,
the activity ratings contained in the profile are extracted in the form (Profile,

https://www.owasp.org/index.php/Category: OWASP_Enterprise_Security_API
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Activity, Rating), as well as the activity type ratings are extracted in the form
(Profile, ActivityType, Rating) and stored into separate tables in the database.
The storage of the Profile field in the unencrypted table records is needed for the
recommendation system processes, however it does not constitute a direct privacy
threat, since only the ID is used while the rest of the profile is encrypted and its
data cannot be used to identify the user.

8.4.2 Privacy Protection during User Clustering

The user clustering process divides users into groups according to their activ-
ity type preferences and their activity ratings and their demographic information.
In order to protect user privacy, it is important to retain the k-anonymity prop-
erty for the clusters, i.e. that all clusters contain a minimum amount of users
(k), so that no individual users can be singled out from their clusters. For this
purpose, an appropriate 3-stage clustering methodology was employed, that en-
sures compliance with the k-anonymity principle. This process may result into a
less fine-grained user clustering, dividing users into a smaller number of groups,
however it is considered a reasonable trade-off, since this measure reduces the
effectiveness of possible de-anonymisation attacks.

8.4.3 Privacy Protection during Cluster-based Recommen-
dations

To produce cluster-based activity recommendations for a user, the relevant
activities that other users within the same cluster have previously rated are used.
To protect user privacy during this process, data aggregation is used. Activity
ratings of the cluster members are aggregated into one representative cluster user
(centroid) to be used for generating recommendations. Moreover, system default
profiles are created for certain user groups, in order to boost recommendations
for certain activities and at the same time distort cluster data to further inhibit
the effectiveness of possible attacks.

8.4.4 System Use Without Registration

Apart from the privacy protection techniques proposed in the previous sec-
tions, special care was taken to enable system use without registration, with as
minimum as possible reduction of service capabilities. In this scenario users can
create temporary profiles, in order to navigate through the system and create
travel plans. Temporary profiles only contain demographic and user preference
information, therefore it is not possible to implement recommendation and ma-
chine learning techniques based on the profile history. Nevertheless, the tempo-

115



8.5 Discussion

rary profile can be used to categorise the user into a cluster, in order to receive
cluster-based recommendations.

The ability to use myVisitPlanner without registration constitutes an impor-
tant application feature, which demonstrates the privacy-respecting principles of
its creation and the non-discriminating attitude towards users who choose not to
provide any of their information for storage.

8.5 Discussion

The myVisitPlanner system is a real-world application, that aims to offer ac-
tivity recommendations that help visitors and residents of the region of Northern
Greece to plan their activities during their stay in this area. In this applica-
tion user data is stored centrally, at the application servers, however privacy-
protection mechanisms are proposed to minimize potential data loss from unau-
thorised access to user information. The proposed solutions do not achieve com-
plete user data protection, however, they constitute a realistic and practical ap-
proach that was put into practice within the existing available infrastructure of
participating companies and institutions.
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Conclusions, Challenges and
Directions

Personal privacy during physical and electronic transactions is not being ade-
quately protected today. Profiles containing individuals’ personal information are
created and stored outside the information owners’ control. All facets of online
activity today result in user personal data being recorded: online purchases, web
searches, location services, social networking and many more applications lead
to personal data disclosure and potential leaks. Therefore, it is important that
applications today are created with privacy and security as built-in, mandatory
features. The privacy-enhancing mechanisms needed to implement such applica-
tions exist today and can lead to a privacy-friendly digital world.

In order for this to happen, apart from the theoretical research needed to
improve the effectiveness and efficiency of these tools, applied research is needed
to put the available state-of-the-art technologies into practice. New solutions and
applications need to be developed to create better privacy-preserving conditions
for individuals and the industry. These solutions need to be designed to be inte-
grated into current practices as transparently as possible, ensuring usability for
the individuals and easy deployability for the institutions. To achieve this level of
usability and ensure adoption by the industry a lot more work needs to be done,
especially on the practical level, to provide effective solutions for real-world ap-
plications. Privacy-protection needs to be introduced into all kinds of electronic
activities, addressing application-specific requirements and obstacles and demon-
strating the feasibility of privacy-preserving approaches. This work makes a few
steps in this direction.

In this work we created several privacy-preserving applications, following a
common principle: Data owners should keep control of their information and
utilize it to their own benefit under well-defined conditions. We showed that, uti-
lizing contemporary cryptographic mechanisms, it is feasible to build practical
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Protected data items Functionality / privacy aspects
Privacy- Television Controlled Data
preserving Pll and user | Transaction Viewership User Initiated Access to Privacy Financial Accountability/
applications attributes History Records Transactions | data consumers | Economics | compensation Validation
Polis u u
FPIT L L L
PrivTAM u L L] u u
Portfolio u u u u u
PrivCAPTCHA L L n

Table 9.1: Summary of privacy-preserving applications and their characteristics

applications that follow this principle. The Polis personal data management sys-
tem proposed the main user-centric functionality during online purchases. The
FPIT market for personal information, introduced the idea of providing con-
trolled access to user information to interested parties, outside the context of
online purchases, in exchange for fair compensation. The Portfolio consumer
profile management system took the market idea one step further, proposing
user-centric utilization of consumer profiles. The main ideas of FPIT and Port-
folio were also implemented into practical applications. The FPIT idea was in-
troduced into PrivTAM, a privacy-preserving Television Audience Measurement
system, while the Portfolio idea was applied to create PrivCATCHA, a privacy-
preserving VoIP CAPTCHA adaptation system. The main characteristics of the
privacy-preserving applications developed within the context of this dissertation
are summarised in Table 9.1. Additionally, a more applied methodology for user
profile privacy protection was proposed and implemented into myVisitPlanner, a
real-world travel recommendation and planning system.

We expect the proposed solutions to appeal both to individuals and companies.
Adopting the proposed applications, individuals are able to interact with retailers
and service providers and receive personalised services without having to give up
control of their personal information. Additionally, security and privacy protec-
tion issues are simplified for companies, which are able to provide their services
without having to maintain and protect customer profiles at their servers. As pri-
vacy awareness grows, individuals are more likely to prefer doing business with
companies that adopt privacy-preserving solutions. Therefore privacy protection
can act as a market advantage for companies. Moreover, data processing entities
are able to legally gain access to accountable, up-to-date consumer information,
leading to better quality results and fewer privacy risks.

Possible future directions of our work include the examination of new applica-
tion scenarios, within the premise of user-side data management, and the design
of corresponding privacy-preserving solutions. Some possible interesting applica-
tions would be privacy-preserving public opinion polls, as well as health data
management. A very interesting project would also be the integration of the pro-
posed application-specific solutions into a unified application that would be able
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to handle personal data protection and management regardless of the particular
performed task. An additional possibility for future work is the development of
practical solutions for personal data management in mobile devices.

Apart from the technical work, there is a need for across-the-board aware-
ness of the availability and the potential of state-of-the-art privacy enhancing
technologies and a demand for their use in contemporary applications. Applica-
tion designers and developers need to be familiar with the recent technological
advancements and the ways these can be employed. Furthermore, policy makers
also need to be aware of the potential of the new technologies in order to introduce
them into updated laws and regulations concerning privacy protection. Finally,
public awareness of the privacy risks of current technologies and applications is
important, as well as a demand for privacy-preserving applications, which will
in turn motivate the industry to adopt privacy-protecting practices. Moreover,
individuals need to realise the economic value of their information and adopt ap-
plications that acknowledge this value and compensate them for the use of their
data.

Another important issue regarding privacy protection, is the existence of up-
to-date laws and regulations that not only provide guidance and directions for pri-
vacy protection, but also have enforcement power, to safeguard privacy-protection
and ensure concrete consequences for non-complying entities.

Given that privacy-preserving mechanisms require a more active handling of
personal data at the user side, personal data management tools need to be devel-
oped with usability in mind. Ideally, a generalised user-friendly application would
assist individuals in the management of their data, allowing them to control the
disclosure and uses of their information in all relevant activities. For such an appli-
cation to be developed, new standards regarding support for privacy-preserving
operations and communications need to be created, along with corresponding
programming interfaces (APIs) for the privacy-enhancing technologies. This way
privacy-supporting applications can be uniformly developed and deployed.

In conclusion, we are yet far from adequately achieving overall privacy protec-
tion in the digital world, however important technological advancements in the
past decades have allowed for important steps to be made toward this direction.
Privacy-protection can be embedded into the design of contemporary applica-
tions and what remains is for specific solutions to be developed to overcome the
practical obstacles and put privacy enhancing technologies into practice.
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